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OGC REVIEW COMPLETED 4 May 1976 


MEMORANDUM FOR: Deputy Director of Security (P&M) 


SUBJECT : Requests for General Counsel Guidance 
from February 1974 to present 


REFERENCE : Memorandum from Chief, Policy and Plans 
Group, dated 27 April 1976, Same Subject 


1. The submission of Office of Security requests 
to the Office of General Counsel for guidance concerning 
the legality of our activities and the Office of General 
Counsel responses thereto from February 1974 to the present 
are attached. 


2. The information is organized in chronological 
order with responses attached to the queries, and is 
placed in four major categories. The first category is, 
Firearms, the second is Investigations, the third is : 
Polygraph and the fourth is Miscellaneous. STAT 


Attachment 
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SUBJECT >: Requests for General Counsel Guidance 


l. In the course of its inspection of the Office 
of Security currently underway, the Office of the 
Inspector General has expressed an interest in how 
often the Office of Security has sought guidance from- 
the Office of General Counsel with respect to the 
legality or propriety of specific OS activities. (The 
IG representatives would like to review all such re- 


uwéests we have levied upon OGC as well as the OGC 
Tespoiees tieretu. ee ee 


— 
* 


2. It would be appreciated if you would research 
this topic not only from the standpoint of those re- 
quests originated by PPG and filed in OS Registry, but 
also anything falling into this area initiated by other 
components of the Office, especially the PSI Directorate. 


3. Our deadline to complete this project is close 
of business 30 April. 
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22 August 1974 


MEMORANDUM FOR: General Counsel 


SUBJECT : Firearms Authority of Central 
intelligence Agency ae Oe 
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Au 50 U.S.C.Ay-4038, Sdei 8 “(djs 

(attached) : fier ea eee ee ey 

B. Headquarters ciccaoeas Al = LT  2EATA 
b (1) and b (3) pt bis od, a gti Repel Sy ae 


(attached) ie ee ae ee 
Cc. Memorandum from Assis General 9 0 0 

24 June ey eae ae os 

(attached) eT Sak ics a 
D. Public Law 90-331, Section 2 and is mae 


Section 3956 of Title 18 of the © Aes 
United States Code A She 
(attached) ae 

E. Memorandum from Secretary of anes ak - 
Treasury, George P. Shultz, E oe he oe a ; 
dated 27 November 1972 = / sth yee, * 2 


Coe : ~ - 


{attached) ; GAS a 


i. The general authorities set forth in the public law | 
establishing the Central Intelligence Agency {Reference A), 
reflect that Agency employees may "carry firearms when 
engaged in transportation of confidential documents and. Se, 
materials affecting the national defense and security." Agency | 
internal regulations (Reference B) further Clarify this au- 
thority, establish specific guidelines regarding circumstances 
under which a firearm may be issued and delineate rules for 
employee training and weapon accountability. A 1969 memoran— 
dum (Reference C) from the General Counsel to the Director of 


25X1 
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Security, affirms the authority of Agency employees to ge 
‘weapons when engaged in sensitive courier operations and. 
- definitively outlines the limitations and responsibilities 
aHposed on such persons. 


2. In addition to the eleariy authorized armed. escort : 
“4 of extremely sensitive documents and materials, the Office of 


Security has traditionally extended the use of armed personnel 


to three other specific activities: physical protection of . 


i the Director and Deputy Director of Central Intelligence (pcr * 


.. 3... In justification of its policy of providing armed _ 
agents for the physical protection of the DCI and DICT, the 
Office of Security has applied the rationale that they are 
{ ( himan repositories of a tremendous volume of highly classified 
“tn infomation. At +he same tima, there is considerable evidence -— 
to suggest that the threat of assassination, kidnapping or . 
physical harassment of the Director and Deputy Director is a __ 
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5. ‘In the light of recent developments, the Office of © 
Security has examined many of its activities with a view. 
toward determining their propriety and strict legality. — 
Accordingly, as in actual practice most of the domestic use. 
of firearms by Agency personnel falls to employees of the a 
Office of Security, you are requested to provide a profes— we 
Serre opinion as to whether or not representatives of ema “3 

ffice are acting within the scope of their official and - 
lecat authority when they carry firearms to protect the 
Director and Deputy Director of Central Intelligence rovide 


c Law 90-331, Saction 2 (Reference D} to the ProceckLve Fo 
activities of enatoyess of this Office. 


yew 6s ‘Consistent with your answers to the above qtestiona, 

; you are also requested to clarify | the status as to personal - 

legal and financial culpability of a properly trained employee - 

who is directed to carry a weapon in connection with his . . 
official assignment and who, acting in a reasonable and prudent 
‘manner in response to a real or apparent threat, discharges . 
such firearm causing injurys death or property damage . ba: 


7. For your inseuustien, recent research has gagetcoes 
that the oft quoted memorandum (Reference E) from Secretary 
of the Treasury, Shultz to all Cabinet Officers which implies 
that each Department has the authority to establish its own 
protective force, has no basis in statute law or formal 

executive order. Rather it apparently resulted from a : 
conversation between President Nixon and John Dean wherein 
Dean was charged with taking the necessary steps to implement 
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uch a program. However, it has been determine : 
‘Dean’ 's Eeneequsat conversation with Secretary Shultz (which 
precipitated Reference BE) was the only follow-up action 
generated by Dean. 


Charles W. Kane- 
Director of Security . 
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oe Redorence cs Side xe ny geseeug of 22 Wegast. ‘97a. 
wherein ve requested your opinion regarding the firearms i... 
authority of the Central: Intelligence Agency as it relates... - 
ta firearas being carried by Office Of Security. ‘Personnel, ». 
2. This Office realizes the volume of requests. tet cee. 
[ currently being levied on your Office, however, your opinion 
t ste on this particular » oa is needed and shoe pies response 
= would be appr eciated. oo ; SH Oe ee 
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25 February 1975 


MEMORANDUM FOR: Charles W. Kane, Director of Security | 


- SUBJECT: Firearms Authority of Central Intelligence Agency 


f 1. You have requested the opinion of this Office as to the legality of a 
" number of current practices of the Office of Security involving the use of | 
firearms and as to the liability of an employee who discharges a firearm 
causing injury, death or property damage. The practices about which you’ 
make inquiry are the use of armed personnel for the physical protection of 


the Director and Deputy Director of Central Intelligence, 25X1A 
25X1A 
order of presentation. 
OGeC a OGC25x1 
States Code, twelve are phrased in broad terms, authorizing certain 
personnel in the agency concerned to simply "carry firearms" or to "carry 
firearms in the discharge of their official duties." More restrictive terms 
are found in the case of the Departments of Defense and State. Certain 
civilians in the Department of Defense may carry firearms while assigned 
investigative duties or such other duties as the Secretary of Defense may 
prescribe, Designated security officers of the Department of State are 
authorized to carry firearms for the purpose of protecting heads of foreign 
states and other distinguished visitors to the United States, the Secretary 
and Under Secretary of State, and representatives of governments attendin OGC 
special missions ZoX| 
OGC 
25X1 
OGC 25X1 ere Congress 
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instances to deal expansively and in certain related instances to deal | 
_ restrictively, it must be assumed that the limits set out in the restrictive 
cases are intended by design and are not the result of inadvertence. OGC 
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4, The CIA relationship with the Secret Service arising under Public 
Law 90-331 is governed by the terms of the agreement between the Secret 
Service and the CIA signed in October and November 1971. Under the terms 
of that agreement, CIA officers and employees would only be detailed to 
augment the capacity of the Secret Service to perform its protective duties 
if, and when, requested by the Director of the Secret Service. However, 
as an ongoing service in aid of the Secret Service protective function, CIA 
is committed to furnish information that comes into its possession pertaining 
to individuals or groups that may prove a threat to the persons the Service 
protects. It should be noted that the undertaking to furnish information 
pertains only to the Agency's statutory responsibilities in the field of . 
foreign intelligence. The agreement thus comports with the policy set out * 
25X1A in HN [es April 1974) wherein it is stated thatitis unnecessary to 
review as a questionable activity agreements to furnish assistance to 
Government components in the form of passage of information concerning 
foreign phenomena. 
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5, Your final inquiry concerns the lability of an employee who causes 
injury, death or property damage through the discharge of a firearm while 
he is acting within the scope of his employment. The key to answering this 
question is determining whether or not the employee actually is acting within 
the scope of his employment. There are cases where the individual is not 
acting within the scope of his employment when he causes personal injury 
or property damage and in these cases the individual alone is liable. The 
case of an individual making use of a Government-issued firearm during 
off-duty hours for strictly private pursuits is clearly a case of acting outside 
the scope of his employment. However, it is possible that behavior on the 
part of an employee that is completely at variance with the terms of his 
employment may be determined to be outside the scope of his employment 
even though the actions giving rise to injury or damage take place during 
the time and at the location where he is to be on duty. Just how complete 
a departure from the line of duty must take place before it may be determined 
that an employee is acting outside the scope of his employment is difficult 
to define in advance or without reference to a particular fact situation. Itis 


sufficient to say that whether or not an employee was acting within the scope” 


of his employment is often itself the subject of litigation in a tort action and 
that, if the individual is determined to have acted outside the scope of his. 
employment, he alone, and not the Government, is liable. 


: 6. However, when the individual is acting within the scope of his 
employment, the United States is also liable in the same manner as a private 
party under like circumstances. (28 U.S.C. 2674) A point to be borne in 
mind is that the individual is liable and remains so even though the United 
States is also liable. The common law rule that an agent, or employee, is 
liable for his own tort even though the principal, or master, is also liable 
remains in effect unless the law has been modified by statute. Such a statute 
does exist in the case of personal injury or property damage resulting from 
the operation of a motor vehicle while the employee was acting within the 
scope of his Government employment. In such a case, suit against the United 
. States is an exclusive remedy and no civil action may be brought against the 
employee or his estate. (28U.5.C. 2679) However, when an employee is 
acting within the scope of his employment and causes personal injury or 
property damage ina situation not involving the operation of a motor vehicle, 
he and the Government are liable. Normally, however, in such cases suit 
- is brought against the Government alone or against the Government and . 
employee as co-defendants. If judgment is returned against the employee 
and the Government jointly, it is to be expected that the Government alone 
would pay the judgment in full. It has been the policy of Government not to 
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penalize an employee for his negligence other than through whatever disci~ 

plinary or personnel action the individual agency may take on its own initiative. 
Judgment in an action against the Government alone or against the Government = 
and employee jointly, acts as a complete bar to any subsequent action against 
the employee alone. (28 U.S.C. 2676) As a practical matter, then, it can be 
said that when an individual commits a tort while acting within the scope of 

his employment as a Government employee, itis to be expected that the burden 
of defense will fall most heavily on the Government, that, if there is a judgment 
in favor of the plaintiff, it will be paid in full by the Government, and that the 
judgment itself will act as a bar against further action against the employee 
alone. . 
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FOREIGN OPERATIONS AND GOVERNMENT INFORMATION SUBCOMMITTEE | 
OF THE 
COMMITTEE ON GOVERNMENT OPERATIONS ° 


"5 June 1974 


Testimony of Harold Le Brownman, Deputy Director for Manage- 
ment and Services, Central Intelligence Agency 


- 


Mr. Chairman, Members of the Committee, 


The Central Intelligence Agency is happy to be of all — 
possible assistance to the Committee and its staff concern- 
ing the CIA’s use of the polygraph. This opening statement 
has been prepared with that thought in mind. However, we. 
believe that an executive session of the Committee for the © 
ensuing question period will permit us to more freely re- 
spond since we may have to touch upon classified matters 
in satisfaction of your questions. May we request, Mr. 
Chairman, that the question and answer period of this 
hearing be held in executive session. 


The CIA.is familiar with the recommendations of this 
Committee which were made in its Tenth Report, including 
the recommendation that an interagency committee be 
established to study problems posed by the Federal Govern- 
ment's use of polygraphs and to work out solutions to those 
problems. . 


s 


In the years 1964 to the present, the CIA has attempted 
to comply with your recommendations and with the spirit of 
the recommendations made by the interagency committee. 


The CIA, as an Agency with an intelligence mission, uses 
the polygraph in its applicant security screening program. 
. All positions in the Agency are sensitive within the criteria 
established in Executive Order 10450. <All full-time, 
permanent employees of cue Agency possess Top Secret 
clearances. 
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The Director of Central Intelligence. has put out a 


Directive governing our use of the polygraph. Under the 
terms of this Directive, a copy of which has been pro- 
vided the CCUM ER ESS 


The Director of Security is responsible for | 
the supervision and training of polygraph exam- 
iners and for the conduct of the polygraph 
program of the CIA. He is charged by the DCI 
with the responsibility of insuring that the 
highest standards of operating procedures and 
equipment capability are established. 


The polygraph is used in the CJA as an aid 
to investigation for determining the security 
eligibility of persons for employment by or 
assignment to the Agency; staff-like access to 
sensitive Agency installations; utilization in 
operational situations; or continued access to 
classified information where implications of a 
security nature or investigative information 
require clarifying security interviews. 


The polygraph is not used on official or 
administrative matters involving possible 


. hNalfeasance, or for the sole purpose of 
determining violations of the criminal laws 


of any country. 


If a polygraph examination involved a ques- 
tion pertaining to the violation of a criminal 
law, the individual would be informed of his 
privilege against self-incrimination and his 
right to consult with legal counsel or other 


professional assistance prior to the examina- 


tion. Notification of such rights would be 
formally recorded. . 


Each applicant for employment is notified, at 
the time he is given application forms, of the 
intent to use a polygraph examination in the 


course of his employment processing. A copy of 


this form has been provided to this Committee. 


2 
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He is told, before testing, the general content 


of all questions which he will be asked. The ques- 
tions, since they are couched in broad terms, are 
discussed carefully with the applicant and the 


‘examiner works with the applicant to tailor the 


question to his/her age, sex and background. All 
the testing procedures are explained. 


Before a person undergoes a polygraph examina- 
tion, his consent is obtained in writing. 


If an applicant asks, he is told if the 
polygraph examination is being monitored -or 
recorded. . 


Before an applicant is polygraphed, he has 
been interviewed by representatives of the Office 
of Personnel and Office of Medical Services. A ~— 
security field investigation has also been 
initiated. Guidance from the Office of Personnel 
and the Medical Staff is routinely provided to | 
the Office of Security if any information has 
been developed as a result of their screening 
procedures that might preclude the advisability 
of conducting a polygraph interview. 


The Director of Security is responsible for 
eStablishment of adequate safeguards designed 
to prevent unwarranted invasion of privacy. 


All questions must have specific relevance to 
the person being polygraphed, and to the purpose 
of that particular test. 


Examiner's instructions have been prepared 
in sensitive question areas to ensure that persons 
undergoing polygraph interrogation are not sub- 
jected to questioning about irrelevant, unwarranted 
or trivial matters. The interview is not used to 
probe a person’s thoughts about conduct which has 
no security implications; e.g., religious beliefs, 
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practices, and affiliations; opinions cegarding 
racial matters; political activities or organi- 
zational affiliations of a nonsubversive nature; 
and personal views concerning Peaueee? or exist- 
ing legislation. 


The Director of Security maintains separate 
files for information obtained during polygraph 
examinations. By separate we mean separate from 
Security files as well as separate from Personnel 
files and, of course, we do not put any polygraph 
derived information on computers or in computer . 
data banks. Polygraph information is released 
oniy to appropriate Agency officials when it has 
a direct bearing on a decision to be- made, by 
that official. 


Polygraphed acquired information can only be = 
released outside the Agency after a determination 
has been made, which is approved by the Director 
‘or Deputy Director of Central Intelligence, that 
such a release is necessary in the interest of 
national security. 


I feel it would be appropriate here to make three basic. 
points.. : 


The polygraph examiner makes no recommendation 
as to the security suitability or status of the 
person tested. : 


The polygraph report is evaluated as but one 
element of the total investigative record. 


At no time is security action taken solely 
on the basis of the polygraph charts. 
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portion of our security processing. 


close the door on new parameter research: This is a | 
“continuing process. a ue 
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Moving from procedures into the research area, you 
recali that one of this Committee's primary recommendations - 
was that a program of research on polygraph be undertaken 

to investigate the validity and reliability of the procedure. 
We are conducting such a program. ; 


Reliability, defined as consistency of interpretation 
of polygraph charts, has been looked at by means of exam- 
iner agreement studies. Agreement figures from our studies 
are comparable to figures from similar studies of other 


groups interpreting data germane to their specialties. 


On the other hand, validity--or the degree to which 


polygraph charts measure what they purport to measure--has 


been a more difficult issue to evaluate. Satisfactory in- 
dependent criteria for validating real life conditions are oc 4 
scarce, and the differences in polygraph subject attitudes 

between real life and laboratory conditions have prevented 

much headway through laboratory experiments. The data so 

far available have not been disappointing, but they are 

limited, and we still lack an appropriate scientific base 

for any conclusions. . 


We also investigated validity in the sense of utility-- 
the degree to which the polygraph program does what it is 
intended to do. As you can see from this chart, in each 
year Since 1964 a significant number of security dis- 
approvals of applicants who were processed to the point 
of the polygraph interview has been due to the polygraph 


Alternative sensors have been evaluated--for example,  —T 
a more sophisticated electrodermal sensor; impedance rather —- | 
than mechanical sensors; electromyography; electroencephalo- | 
graphy; microvibration; electrooculography; pulse-wave . | 
velocity; and cardiotachometry. We can generally state 


that while many of these alternatives show some promise, 


they have not shown sufficient practical promise to cause | ; 
us to modify our present instrumentation. This does not ; 
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We have shifted to a different model of polygraph 
instrument than the one we were using at the time of the 
last hearing, and we feel it is mechanically superior. 

We are continuing to evaluate new instrumentation as it 
becomes commercially available, and we are continuing our 
own search for improved instrumentation. 


‘We have aves a computer system which was utilized 
heavily in the previously mentioned studies of reliability 
and of mathematical modelling of examiner performance. We 
were also, naturally, interested in determining the computer 


‘system's practical utility as an additional parameter to 


actual polygraph operations. Utilizing all that was learned 
during the evolution of our experimental arrangement, we 
have full specifications for constructing a dedicated com- 
puter system to assist the examiner in chart interpretation. 
We are now in the process of evaluating the cost-effectiveness 
of the. dedicated computer system. 


_. Preliminary efforts have been undertaken in the field 
of countermeasures to polygraphy. We have plans for’‘a Long- 
range systematic program studying the possibilities in this 


‘field, but of course results are not yet available on | these 


studies. 


Voice analysis has drawn our attention. We have been 
interested in this field for several years, and have been 
monitoring research in this area conducted by other institu- 
tions. We do not believe that research to date has been 
exhaustive or conclusive and, accordingly, we are planning 
our own analysis of its possibilities. This project is 
still in its developmental state. 


In conclusion, it should be made clear that we feel 
this Committee, in looking into polygraph procedures,. has 
performed a very useful function. It has stimulated much 
needed research by our Agency and has made us take a 
careful Look at our procedures. And now, Mr. Chairman, 
may we request executive session for the question and 
answer period. 
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MSMORANDUM FOR: Genaral Counsel 
THROUGH . 3. Beputy Director for Managemeat ~ 

- - 9" .-: and Services a 
SUBJECT : Monitoring and Recording of 

: Hs Polygraph Tests 

1. The Agency uses polygraph testing as a routine 
procedure in applicant processing and may ask employees 
to participate in polygraph testing from time to tine. 
oe Z. Some of these polygraph tests are tape recorded 
and all of them are monitored, on a spot-check basis, 
without kaowledge of the person interviewed. We have 
been informed. by your office that this practice is act 


in keeping with a 4 September 1973 letter froa the 


od Attorney General which requires consent of an individual 


before private conversations can be monitored or recorded. 
Also, CIA has been asked recently by the House Subcommittee 
on Government Operations and Information why it did not 
routinely inform individuals that the polygraph interview 
may be monitored and recordsd. 


3. In satisfaction of both of these issues, the 
Office of Security proposes modification of its polygraph | 
agreements a8 shown on the attached copies. Your con- 
currence is requested. : 


STATINTL 


Charles W. Kane 
Director of Security 


Atts 


t 
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‘monitoring ‘and recording of these tests for the purpose of accuracy. | 
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POLYGRAPH AGREEMENT 

i, eae eed oe ee an applicant for 
employment with the Central Intelligence Agency, understand that 
the Agency uses Polygraph testing as a routine procedure and that 
every employee of the Agency will be requested to participate in. 
Polygraph tests from time to time. Having been informed of 
rights under the Constitution, I agree, of my own free will and with- 
out any compulsion, duress, or promise of reward or nnn, to 
an interview with officials of the Central Intelligence Agency, during | 


which I will participate in Polygraph tests, and I consent to the 


I have read the foregoing and fully understand its import. an | 


IN WITNESS WHEREOFP, I place my signature below, this 
Gag Of se IG et | 


Signature 


day of 


The above was read and signed in my presence this 


7 i) ee 
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POLYGRAPH AGREEMENT 


DS Sp Pa ee oe ee LO employee of the | 
Central Intelligence Agency, understand that the Agency uses Poly- 
graph testing as a routine procedure and that every employee of the ~ 
Agency will be requested to participate in Polygraph tests from time 
‘fotime. Having been informed of my rights under the Constitution, — 
I agree, of my own free will and without any compulsion, duress, or 
promise of reward or immunity, to an interview with officials of the 


Central Intelligence Agency, during which I will participate in Poly- 


graph tests, and I consent to the monitoring and recording of 
‘these tests for the purpose of accuracy. : 


I have read the foregoing and fully understand its import. 


IN WITNESS WHEREOF, I place my signature below, this 
(21017 {5s} Oe LLNS 5! EERE 


Signature 


The above was read and signed in my presence this 


yi eee 


day of | 
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MEMORANDUM FOR: Director of Central Intelligence — 


VIA 


FROM 


and Services % 
Deputy. Director for Science 
and Technology 
Director of Medical Services 
General Counsel 
Legislative Counsel 


> Deputy Director for Management - 


: Director of Security 


SUBJECT : Release of Material on the Agency's 


Use of Polygraph to the House 
Committee on Government Operations 


1, Action Requested: It is requested that you 


‘approve the attached unclassified responses to questions 


asked of the Agency following the 5 June 1974 testimony 


on polygraph before the Foreign Operations and Government 


Information Subcommittee, House Government Operations - 
Committee, 


. t Ceca 
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2. Basic Data; 


a, On 5 June 1974 Mr, Harold L, Brownman, 
Deputy Director for Management and Services, 
testified before the Foreign Operations and 
Government Information Subcommittee on the 
use Of polygraph within CIA. The Agency 
received follow-up questions during the 
month of July. 


b, We have drafted the attached material 
for your consideration and propose its use as 
the required response, 


Serremeenens ee ee ee 


Sea 


r™ 
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3. Staff Position: We believe this material is 
responsive to the Committee's request. It was coordinated 
with the Director of Medical Services and the Office of 
Research and Development, DD/S§&T. 


4. Recommendation: In view of the above, it is 
recommended that you approve the use of the attached 


material as the Agency's response to the July questions 
of the Subcommittee. © y eS 


STATINTL 


arlés W. Kane 
Director of Security 


Att 
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QUESTIONS FOR THE CENTRAL INTELLIGENCE AGENCY — 


What is the nature of research by CIA into the subject 
of polygraph testing and have inquiries been made to 
DOD to ensure that there is no duplication of that 
department's research effort? 


Wnat are the results of the research already performed, 
and what research is currently under way or planned for 
early performance? - 


Are there any peculiar training requirements for CIA 
polygraph examiners that require an in-house training 
program, separate from those of the FBI or the Army? 


Are individuals who undergo polygraph tests told of’ 
the results of those tests and of the conclusions of 
the examiner? ; . 


Why is the individual undergoing the polygraph test 
told, only if he inquires, whether or not the examination 
is being monitored or recorded? ‘ . * 


In fiscal year 1974 has information from or the results ; 
of CIA-administered polygraph tests been made known to 


“Other Federal agencies or offices in the Executive 


Branch? Under what circumstances? 


Is it a requirement, prior to an individual. being given 
a polygraph test, that he be examined by a physician and 


by a psychiatrist or psychologist? Are such examinations 
more than an interview? 


Would you recommend such D equisite examinations be 
adopted Government-wide, by all agencies adainistering 
polygraph tests? _ . 


qu 
1 


To what extent are full and free discussions by CIA 
personnel with the President's Foreign Intelligence 
Advisory Board inhibited by the fact that neither the 
members of that board nor its Executive Secretary nor 

any of the Board's employees must take and pass a : 
polygraph test as a condition of appointment or enployment? 


at 


( Questions for the CIA: 


16. 


Ze 
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Why is it necessary for CIA to use polygraphs for pre- 
crployment screcning when the State and Defense De- 
partments and the FBI do not b 


elieve it is necessary 
for their many sensitive jobs? 


The top two officials of CIA. are not required to 
undergo polygraph testing yet all other CIA officials 
and employees are. What possible justification could 
there be for testing all the Indians but not the two 
biggest Chiefs? . 


What are your views on the advantages that could. 
if responsibility for polygraph examiner training 
were to be assigned to one age 


ncy, consolidatéd at one 
Or two locations, and standardized as to length, course 
content, and examining techniques? se 


accrue 


enn, 
ee eel 
eet 
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The CIA's polygraph research effort was comprised 

of an internal data collection program and an external 
experimental program. The internal program's goals 
were; (a) to develop a technology to objectively ; 
measure and classify the polygraph ‘signals and - | 
(b) to assess the utility, reliability and validity 

of the polygraph to the Agency in its security 
practices for employment screening. The external program. 
examined: (a} new sensors; (b} alternate modes of | 
question presentation and/or subject response; and 
{c) various analytic techniques for chart interpretation. | 
The external studies also addressed the issues of ; i 
reliability and validity. a ‘| 


The external research effort was coordinated with 
DOD through attendance at meetings of the Joint . 
Services Group established by the DOD to monitor 
research, Though the data base of the internal research 
program was not “shared with the DOD members, they 

were kept apprised of technical developments and 
problems. “4 


Though Agency sponsorship of the external research 
effort was often classified, the work itself was 
not and the bulk of it has been placed in the 
public domain through reports in professional and 
scientific journals. The decision to publish or 
not was left to the principal investigators who conducted 
the studies. By and large, the studies demonstrated 

that: {a) there is a rational and scientific 
basis for polygraph; (b) the polygraph is an effective | 
detector of stress (though clearly not infallible) ; 

and (c) while several new sensors showed promise, 

none was sufficiently so to warrant changes. 


The results of the internal research program are 
based on data pertaining to Agency operations and 
they therefore have not been disseminated to DOD elements 


generally. NSA has been briefed on Eas internal program. 


The current research effort will examine techniques ~ 
to identify attempted countermeasures. This program was 


only recently undertaken and there are no results thus far. 
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3. This question must be answered in three parts, | 


(4) 
@) 

(c) 

35 

_— 

| 

| 

| 
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There are no peculiar training requirements 
that require an in-house training program 
separate from those of the FBI or the Army 
when training is considered to be limited — 
to familiarization with the mechanical 
aspects of instrumentation, instrument 
operation and chart interpretation. 


For our needs, the training of an individual 
must be integrated into a closely supervised, 
carefully progressive on-the-job program 
before a determination can be made that he is 
qualified. We can only do this in-house. 


There are also peculiar training requirements 
which indicate the advisability of a CIA 
in-house training program when the full 
scope of application of the polygraph 
program in CIA is considered. CIA 
polygraph officers are also intelligence 
officers and they are required to support 
the clandestine foreign intelligence 
operations of the Agency by testing foreign 
agent assets. This concept is worked 
into. the training program, from the very 
outset of training, as an integral part 

of the procedure. Interview formats, test 
construction, and recommended procedures 
for the varied situations involved in agent 
testing are assembled from training 
materials and charts derived from actual 
agent interviews, Ethnic and cultural 
considerations are woven into the training 
program from its inception so that CIA 
examiners are offered a totality of 
preparation for all ranges of possible ~ 


- work experience. Further, CIA polygraph 
officers are provided courses in intelligence 


trade craft, operational procedures, and 
counterintelligence activities. It has 
been CIA experience that non-CIA polygraph 
training has not served to satisfy the 
overall needs of the CIA polygraph program, 
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The polygraph interview Situation itself serves 
as a disturbing stimulus to many people and the 
additional apprehension which may accompany the 
knowledge that they are being recorded or 
monitored is counter productive to the efforts ~ 
of the polygraph examiner to put the individual . 
at ease, For this reason only, the information 
is not volunteered by the polygraph examiner to 
each individual. The individual is told a 
truthfully whether or not the interview is being 


monitored or recorded whenever the question . 
is asked. 


Following discussions with the Subcommittee on 
this issue, the Agency has initiated a procedure 
whereby. each applicant will be informed in = 
writing prior to polygraph interview that the 
polygraph test may be monitored and recorded 

for purposes of accuracy, We plan on including 
a statement to this effect in the polygraph 
agreement which is provided to each applicant 
before the test. A copy of the modified 
polygraph agreement is attached. This proposal 
has now been presented to our Office of General 
Counsel for coordination, 


CIA releases information derived from polygraph ~ 
tests only on request of federal employers. In 
fiscal year 1974, CIA disseminated information 
resulting from CIA polygraph tests in 7 cases. 

In each case, the individual involved was employed 
Or assigned in a civilian or military capacity 
to a federal department or agency involved in 
Sensitive intelligence affairs. or requiring | 
sensitive information in the national interest. 
Authorization to release this information was 
obtained in each case from the Deputy Director 
of Central Intelligence, Subsequent to the 
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authorization, information was passed verbally 
through established security channels for 
investigative lead processing only. The receiving 
department or agency. was then to conduct its : 
own independent investigation to substantiate | 

the lead provided by CIA. ~ ee 


This question must be answered in two parts. 


(A) The procedure followed by CIA in processing 
an applicant for employment has been ; 
structured so that physical examinations - 
and psychiatric screenings are performed 
prior to the polygraph interview... — 


(B) The examinations are more than interviews. 

The examinations are good physical examinations: 
which assist in the determination whether or. . 
not the applicant is physically fit for that - _ 
category of duty for which he is contemplated. 
Applicants are also psychiatrically screened. | 
Where a mental problem is indicated, a full- .- 
fledged evaluation is made.. = < 


Although the CIA orders its processing so that Stine 
all candidates for employment are first given medical 


examinations and screened psychiatrically and believes - 


this is a‘sound procedure, the CIA refrains from 


commenting on procedures of other government agencies - 


in administering polygraph ‘tests and from recommending 
a course of action to be adopted government wide. _ 


Full and free discussions by. CIA personnel with the 
PFPIAB are not in any way. inhibited by. the fact that - 
associated personnel are not polygraphed as a 
condition of employment or appointment.. 


The CIA respectfully refrains from comment on the 


applicant processing procedures of the Department of State, | 
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the Defense Department and the Federal Bureau of 
Investigation. The CIA has found the use of the 
polygraph to be a positive assistance in 
employment screening and personnel investigation. 
The loss of the polygraph program would have a 
negative and undesirable effect on the continued 
secure operations of the Agency. : 


There are only two positions in CIA filled by the 
President by and with the advice and consent of 

the Senate. These appointees are subject to 
whatever screening procedures may be prescribed by 
the President, or suggested by Congress and approved 
by the President. Therefore, it does not seem 
appropriate that CIA require additional screening 
procedures, such as the polygraph test, for these - 
appointees. 


There are some advantages that could accrue if | 

responsibility for polygraph examiner training 

were to be consolidated and standardized. Among 

these are: 
Selection of best training personnel available. 


Establishment of criteria for examiner 
qualifications. ; 


A better overview of government's polygraph 
requirements and applications. 


A potential for contact with commercial efforts 
on polygraph research, developments an 
application. - 

A pooling of experience. 


A focal point for-government sponsored polygraph 
research, development and application. 


A possible financial advantage. 
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As to disadvantages: 


"A consolidated school would, of necessity, be > 
Limited to presenting a general curriculum of poly- 
graph training not designed to accommodate special 
requirements unique to a specific government agency. 
As explained in our response to Question 3, a 
general curriculum divorced from our particular needs 
and separated from our on-the-job capabilities would 
be aReETTCLent and time - wasting. 
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FORM 142Q,4 


POLYGRAPH AGREEMENT 


J, , On applicant | for 


employment with the Central Intelligence Agency, understand that 
the Agency uses Polygraph testing as a routine procedure and that. 
every employee of the Agency will be requested to participate im 
Polygraph tests from time to time. Having been informed of my 
rights under the Constitution, I agree, of my own free will and with- 

out any compulsion, duress, or promise of reward or immunity, to | 
an interview with officials of the Central Intelligence Agency, during 


which I will i perbicipate in Polen? tests, ‘and I consent to the 


IN WITNESS WHEREOP, L mace my signature below, this . 
day of eS Te 


Signature 


day of . 


Lhe above was read and signed in my presence this 


N & ee 


Signature 
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POLYGRAPH AGREEMENT - 


i, aes é an employes ee the 


Central Intelligence Agency, understand that the Agency uses Poly- _ 
graph testing as a routine procedure and that every employee of the 
Agency will be requested to participate in Polygraph tests from time 


to time. Having been informed of my rights under the Constitution, 


I agree, of my own free will and without any compulsion, duress, or 
: ( | promise of reward or immunity, to an interview with officials of the 
Central Intelligence Agency, during which I will participate in pelle 


graph tests, and I consent to the monitoring and recording of 
Lm 


| these tests for the purpose of accuracy. 
| I have read the eee and fully understand its import. 


IN WITNESS WHEREOF, 7 place my signature below, this 
| COG OF ant es 19__. . 


Signature 


day of 


The above was read and signed in my presence this 
/ oe 
4 
fy: ae : ee a ee 
| | af eee snivnotire area Es aA 
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OGC 74-1408 
22 August 1974 


MEMORANDUM FOR: Director of Security 


SUBJECT : Proposed Revision of Polygraph Questions 


1, Yhe proposed revision of polygraph questions has been reviewed 
by this Office as requested. It is understood that the intent of the revision 
is to broaden the definition of the type of organization and activities partici- 
pation in which is of interest to this Agency. 


. 2. To the extent that some of the questions seem to emphasize interest 
in mere asscciation with the proscribed group, they do not confirm to the spirit 
of Executive Order 11785 (Tab A) nor with Civil Service Commission Bulletin 
731-1 and attachment (Tab B). These directives make it clear that mere member-— 
ship in a subversive organization is net a proper test of employee suitability. 
The important factor is membership with knowledge of the unlawful purpose of 
the organization and with specific intent to carry out its unlawful purpose. 


3. Proposed question 4 makes mere membership in a Communist 
organization the subject of the inquiry. This is in conflict with Section 2 
of the attached Executive Order, which states that the listing of subversive 
organizations is abolished and shall not be used for any purpose. 


4. eis oposed question 6 enshrines guilt by association. The inquiry 


should be directed at an intent to carry out an untawful purpese. 
5. These considerations warvant further revision or addition to the 


set of polygraph questions, If assistance in draftiny questions would be useful, 
picase contact this Office again. 


STATINTL 


iice of General Counse 


Attachments 
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homosexual activity are asked. 


is that a medical approval must be obtained befora polygraph,. 
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MEMORANDUM FOR: Deputy Director for Administration - _ . 
rHROUG ae panes Fe ip oe eR OU ee Ses 
FROM % Director of Security 5.5 oe leet 
SUBJECT 1: Standard Agency Age Policy for 2. 


- Applicaat Polygraphs Fs 


1. Action Requested: It is Teguestad that you approve . 
Office of Security policy that all applicants will be ae 
routinely afforded a polygraph examination at age 138. 


2. Backyround: Currently female applicants wider 
ii-years of age ara cleared through Secret only and they 
ara net polygraphed. Upon entering on duty, they are civen 
& brief security interview which covers important security 
matters suck as connection with foreign intelligence, comaunism, 
possible blackmail, ete. However, no questions concerning 


Z , ae 
Be 


- ow Gils whe are-i8 years of age, but not 195 cance 
volunteer to take a polygraph examination and be cleared for 
Top Secret. iistorically this has happened in every case, i 
All female applicants 19 or over are routinely polygraphed 
during their entrance on duty processing. =. : -o4 


The current policy for males uder 1S years of age 
However, it is pointed out that the Office of Security policy 
is that no one is pelyerephed until efter a medical epproyai 


is given to insure there are no problems in this area prior 
to conducting such tasts. 


OS 4 1197 
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3. Staff Position: Since 18 years is now generally 
considered to be the age of adulthood for most purposes, 
it is felt Agency policy should recognize this fact ‘and 
require polygraphs of all applicants who are at least 18 
years of age, regardless. of sex. . - 


4, Recommendation: It is recommended that you approve 
the following two elements concerning Agency polygraph policy: 


a. All applicants who are 18 years of age will 
be afforded a polygraph examination on a routine basis. 
following a medical approval. : 


b. The policy of not polygraphing any applicant . 
under age 18 shall continue. Applicants under age 18 
will be afforded a security interview which will cover 
the important security. concerns. Upon reaching age 18 
these individuals will be afforded a polygraph interview. 


-_ : - 
Director of Security. 


CONCURRENCE: 


- 24 October 1974 - 


Date. 
29 OCT 1974 
APPROVED ciors a 
DISAPPROV 
Distribution: 
Original - Return to OS 
. 2 .- DD/A 


1 - General Counsel 
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MEMORANDUM FOR: Director of Central. Intelligence _ 


SUBJECT a8 Reactivation of the CIA Reinvestigation 
: Polygraph Program 


1. This memorandum is for information only. 


2. The CIA Reinvestigation Polygraph Program was 
1 inaugurated in 1957 ‘and it developed into a significant 
Polygraph Program until 1966 when it was suspended. The: 
STATINTL . suspension came about as other more critical demands were 


being made on CIA polygraph resources which resulted in 
Tinaael (ee )STATINTL 


e-* 3. Conditions have stabilized and it is now possible 
Tw to resume the Reinvestigation Polygraph Program on an 
Agency-wide basis. The intent of this Program is to focus 
on repolygraphing two categories of personnel: 1) all 

CIA employees currently undergoing background investigation 


4. To insure that this Program is administered in a 
fair and equitable manner, grade or position will have no 
bearing on any aspect of the Program. All CIA personnel 


STATINTL 


T @ Scheduled tor a 
reinvestigation polygraph examination. 


“+ Be 


fod 


- ae | OS 59573 
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5. Apropos to your approval on 12 March 1975 for 
- reactivating the polygraph portion of the Reinvestigation 
- Program the Office of Security has resumed the Program 
for its personnel and approximately 200 staff employees 
have been successfully and favorably repolygraphed. This 
has proven to. be a sound and beneficial security program 
and I have asked the Office of Security to reinitiate the 


Repolygraph Program on an Agency-wide basis in the immediate — 


future. 


IS{ 
John F. Blake-- 
Deputy Director 
| . for. 
| Administration 


‘> 
fu 
7.) 
a 


- D/DCI/NIO 

- D/DCI/ICc 

- DDS&T - 
- Dp/O° 

DD/T. 

- General Counsel 

- Inspector ' General 


-~ DD/A 

- D/Security 
- D/Security 
- OS Registry 
- C/SSD 


STATINTL osyesi/sso/f__ da (21 November 1975) 
Retyped: jm r 1975) 


MEE RR 
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7 January 1976 


MEMORANDUM FOR: Office of General Counsel 


SUBJECT > Department of Defense 
Polygraph Policy 


1. Reference is made to the conversation of this date 
raviceey of STATINTL 
this office. 


2. This will confirm our verbal request of this date 
that your office review Department of Defense Directive 
#5210.48 dated 6 October 1975 to ascertain if the previous 
procedure for requesting an appropriate exemption from the 
U. S. Civil Service Commission to permit this office to ad- 
minister polygraph examinations for Department of Defense 
military and civilian personnel detailed to this Agency is 
still necessary and/or appropriate. In this connection, a 
copy of the above cited DaDD and copies of previous correspon- 
dence between your office and the Office of the Assistant 
Secretary of Defense are attached. 


3. In the event that you find it necessary to request 
an exemption, it is understood that your office will initiate 
same. | 


4. Please contact 
office in the event tha 
the foregoing oa 


Jr. of this STE RINTE 
hestions concerning 


Atts 


Gul 3/2: 7@ | 
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MEMORANDUM. FOR THs RECORD: Beas aie oe a 2 


‘SUBJECT: — Rapélysraah: Brayeans: com Witenda Rights Se ae ees 


oe e Hdares eS we ne eae a ttecgsdure. Ha. 
SUNS os c that ae vite BofA ENG 
oe On ‘30. December: 1975, at my t reque 
eases. John Warner,” General’ Counsel; and sip- STATINTL 


‘Associate General Counsel, to discuss the 


the Miranda a ci doctrine to she: ata Ae s repolygraph | 


coe : Bs title toy Tob Wace “ ete 


ba thy om 
ue re a ob 


a After ‘briefiy discussing ‘the repolygraph program 
and. ee three categories of cases which we. could conceiv=:: 


‘ably ‘expect as a result of the program,: specific circun- 


stances under which Miranda. Rights would be explained to ° 
employees were deta rakes The. three pet erONt OS of cases: are 
as ce auiahg: ae 2 vod BU Se Se ee as ee 2 


at . Cae 8 ig Se : . . Pentre wane. 25 anaes 
yo eae < 7 wig Ey duotie BEN Reto wans 


wee Gages Ii: which chews ee no prior knowledge « 
that” an ‘employee has engaged in. oy: bea or | Stati 8 
Eaves. conduct 3: ¢ ee eee ee oo Bos es. “ee 
3 be “Cases in which. the , individual is. an a ee 
Limitea category of individuals concerning When eae 
. there is sone prior: knowledge that one or more of: ae 
“them may have been. eavenven in: an Scanian or aa 4 
PTmprones act; and. . 


‘i “ ne < Gg ARS my ‘seme 
bs Ub 


ters Cases: in which | specific aivee tions have © of eS 
sheen received by the Office of Security. that: an:: wet 
nic employee may. have been. involved in illegal: or im-:° a 
“proper activities. — * 


3. There was much discussion toncerning the’ legal .:*ist 
requirements for.an explanation of the. Miranda Rights to.: 
be given to employees: in category c. - Some doubt was. regis 
tered as to the need in category b, and it was. unanimous ee 
that Miranda Rights were not required. in category: a.: How-::: 
ever, in order to treat all employees of the Agency exactly 
the same with reference to the repolygraph program, I pro- 
posed that the full Miranda Rights be explained to each 
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individual prior to » xepolygraph. After an explanation of, 
the Miranda Rights, the employee would be asked to sign ; 
the current polygraph agreement, Form 1139. It was further 
proposed that a recording be made of the Miranda Rights |. 
discussion and retained only if the polygraph interview — 
surfaced information concerning illegal or improper activ- 
ities. In those cases where the polygraph interview was - 
entirely favorable: the tape would be immediately erased. 


AS Mr. Warner agreed to the above procedure. He 
advised further that this procedure would fulfill both the 
legal requirement and the desire of the DCI that every 
employee be fully antorned of his rights under the Constitu- 
tion. 


5. I asked Mr. Warner for his opinion concerning the 
propriety of continuing an interview to its logical conclu- 
sion in the event information concerning illegal or improper 
activity is disclosed in category a and b cases. I pointed 
out that his recent memorandum to the Attorney General 
implied immediate notification of the Department of Justice 
when information was obtained concerning an illegal act by 
an Agency employee. As a result of this letter it is unclear . 
when the notification of the Department of Justice must take — 
place. I noted further that common sense seemed to dictate 
a continuation of the interview until a normal break brought 
on by fatigue or failure of further cooperation of the inter- 
viewee. To do otherwise would jeopardize our chances to 
obtain essential information, especially in counterintelligence 
cases. It appeared to me that the appropriate steps would be 
notification of Department of Justice or FBI and elements of 
the Agency, such as Office of General Counsel and Inspector 
General, at the conclusion of the initial interview. A decision 
would then be made regarding subsequent interviews, by whom the 
interviews would be conducted, and further processing of the 
case. It is clearly understood that in category c cases, the 
Department of Justice and/or FBI would be informed prior to 
interview. 


6. Mr. Warner concurred in the proposal that the initial 
polygraph interview be carried on to its logical conclusion 
where information concerning illegal or improper activity is 
developed and that notification of the FBI or Department of 
Justice would be made subsequent to the initial interview in 
category a and b cases. 
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7. Mr. Warner suggested that the Office of Security 


‘prepare a memorandum setting forth the conclusions reached 


during our conversation and requesting concurrence by the 
Office of General Counsel. This memorandum would then pro- 
vide a record which would reflect agreed upon procedures 
between the Office of Security and the Office of General 
Counsel with reference to the Miranda Rights and notification 
of the Department of Justice in connection with the repoly- 
graph program. - as exe ack 


4 


STATINTL 


Robert W. Gambino. 
Director of Security 


= rer eg 


piican Oe, Ss ote ee 
Orig. - DD/PSI_ oy a oe ee ee ee 
* 1 - Chrono oe . eee oe 


1 - D/Security 


GAMBINO: rjw (31 Dec 75) | 
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POLYGRAPH AGREEMENT | 


i, ‘ an employee of the 


Central Intelligence Agency, understand that the Agency uses Poly- 
graph testing as a routine procedure and that every employee of the | 
Agency will be requested to participate in Polygraph tests from time 
to time. Having been informed of my rights under the Constitution, 
I agree, of my own free will and without any compulsion, duress, or 
promise of reward or immunity, to an interview with officials of the 
Central Intelligence Agency, during which I will participate in Poly- 
graph tests. I consent to the monitoring and recording of these tests 


for the purpose of accuracy. 
I have read the foregoing and fully understand its import. 


IN WITNESS WHEREOF, I place my signature below, this 


day of Sh: Eolas 
Signature 
he above was read and signed in my presence this -__ day of 
DOs siz 
( Signature 
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MEMORANDUM FOR: General Counsel 


VIA : Deputy Director for Administration 


SUBJECT >: Reinvestigation Polygraph 


1. This memorandum is to confirm courses of action 
which we discussed during the conference held in the office 
of the Deputy General Counsel on 9 December 1975. The 
problem discussed was the manner in which the Office of 
security would conduct reinvestigation polygraph interviews 
of employees when derogatory information is uncovered. 
Specifically, two different instances were discussed: 


Situation a: Instances where allegations have been 
received by the Office of Security which cast suspicion 
upon an bacloyes that he or she may have secret associations 
with foreign intelligence or may have made serious 
unauthorized disclosures of classified information, both 


o£ which instances could involve violations of law. 


Proposed Procedure: Under this circumstance, the 
Office of Security understands that the Federal Bureau of 
Investigation would be notified before any polygraph is 
undertaken. Subsequent polygraph would be conducted in 
coordination with the Federal Bureau of Investigation to 
resolve the allegations. 


Situation b: The other instance is where there is 
no prior knowledge that an employee has any secret foreign 
intelligence connections or has made a serious unauthorized 
disclosure of classified information. 


Proposed Procedure: If, during the pre-polygraph 


interview or during the polygravh examination itself, an 
enployee reveals information concerning the above which may 


OS 5 9874 
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involve violations of law, the examiner will continue the 
interview to obtain sufficient information to determine 


generally what occurred. He will then advise Chief, Inter- = 


rogation Branch, who in turn will immediately notify senior 
officers in the Office of Security. At this point appro- 
priate action will be initiated to inform the Department of 
Justice. 

2: I am attaching a copy of our Polygraph Agreement — 
Form 1159 and a sample copy of the dialogue used by 
polygravh examiners in briefing subjects prior to the 
polygraph test. 


3. I would appreciate your review and concurrence 


with the proposed procedures listed above. -  STATINTL 


Director of Security 


Atts 

CONCURRENCE: 

= John S. Warner Date 
General Counsel 

Distribution: 


Orig. - Return to OS via DD/A 
2 - General Counsel 
2 - DD/A 
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tone oe a8 . OLC 76-0273/a vs ee. Have 
Honorabie Bella S. Abzug, Chairwoman . £5 FEB 1975. 
Subcommitice on Government Information and : 
Individual Rights a 6 
Coszmittee on Government Operations ge ee ee ee — ae 
Howse of Representatives se Pegs Rede? | gle i ae 
Weshingion, D.C. 28515 . : = ie 5 Somes ot 
= . : . 2 : a ae — ae: 
Dear Madame Chairwoman: , —s ee = 4 eee 7 | 
This is in reply to your ine of 29 janes 1976 submitting a a Tt 
a copy of the report of the Commitice on Government O, Bere Ones ae eS a . | 
Howse Report 94-795, entitled "The Use of Polygrephind Similar: 
Devices by Federa) Agencies® and req: Sects ceriain comments in 
‘concerning the Agency’ s continued use of the Polyerey a : ‘“ . 
7 } oe a ie . i 
If lepisletion was , enacted to prohibit the use of ed pols rgreph : | 
by all government ee for all purposes as recommended en page oe | 
46 of the repo ae wsuid seriously impair the Director of Centra} 
intelligence re4) Maks with his statutory responsibility wpe E 
the Wational Sects , Act of 1947. Irefer to Seciion 102(d) (3) of ihe re 
Achwhich makes the Director res ponsible for the protection af © =, 7 7 AF] 
_ inteDigence sources anid methods from unauthorized disclosure. An - 
effective personnel sec euraty progyrein is vilal to assure this protection. _ | 
The polygreph is an integral and essential port of security - as | 
processing fo determine the security eligibility of persons for A hag! : | 
empicyment end for operational purposes. As statistics illustrate, | -* -. 
during the periesd 1943 threugh mid-1974, of those applicants for. a 
eroployment refected aon security grounds, over 60 percent were =§ > si 
rejected on the basis of information developed principal’y or solcly see 
ciiring polygraph interviews. Ina sampling ofrecentz2cords, _ e “7. 
about half of th xe & mi ants who had been disa appro oved cir t-.e basis By ee ae 
ofinformetion developed during polygraph intervi tia nd already z : 
" com; soleted 21] other security screening and been vrevisiineJly approved, 
on this basis. tf=Yhout the polygraph programm, the dise an ifying infor- 
metion on these c2ses would have remained unknown. J: addition, it is 
reusonzble lo presume that the program is a significant v atcrrent ta 
apriication for employment by unsuitable candidates, - more 
importantly, penetration attempis by foreign intelligence services. UND, 
, = OME EY 3 
? 5 Cen SS 
75450 
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The utility of CIA's polygraph program is not solely a'function 
of its part in contributing information leading to the rejection of ~* ° 
unsuitable candidates. The preponderance of polygraph interview 
reports are favorable. Most of these favorable reports constitute 
useful and comforting confirmation of other screening procedures; the 
remainder represent favorable resolutions of allegations or suspicions 
which otherwise could result in injustices or in unnecessary defensive 
measures. . : 


The Central Intelligence Agency has consistently urged con- 
tinuance of its polygraph program in its reports to con grzssional 


committees on proposed legislation and hearings concerning the poly- . os 


graph. We note in the Dissenting Views of your report, cen pege 56, 

that on 25 March 1975, based on the hearings held in 1974, thatthe ~. 
Subcommittee initially epproved a recommendation which would have 
prohibited the use of the polygraph in all but cases involving national 
security and for law enforcement purposes provided fifth amendinent 
rights under the Constitution were not violated. This concern for 
national security was recognized by former Senator Sam Ervin, 2 

strong advocate of individual rights, though he otherwise objected 

to the use of the polygraph. In his proposed legislation to protect the < 
sexsonal privacy of government employees, introduced during several 
Congresses prior to his retirement from public office, Senator Ervin 
expressly excepted the CIA and the National Security Agency from ‘ ; 
the provision barring the use of the polyg -eph in Government. Senator 
Ervin's last bill was S. 1688, Senate Report 93-724, which passed the 


Senate 7 March 1974. Let a 


| The CIA is cognizant of the danger of abuse inherent in the - . 
use of any instrument used to aid in distinguishing truths from untruths. 
Consequently, we have adopted strict procedures to prevent abuses and 
to protect those teking the examination. These include: , 


~-notification to each applicant for employment at the time - 
he is given an application form of the intent to use = polygraph 
examination in the course of his employment proces vin 33 - 


-~-coordination with the Office of Personnel and thu: Office’ - 
of Medical Services to determine if a polygraph intesview is 
advisable; : 


~-2dvence written consent of the applicant; 


~-notification of the privilege against self-incrimination 
on questions pertaining to violations of criminal law: ; 
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4g ~-limiting’ questions to those exclusively r elated to 
security issues . fae 
ee ee ee the applicant that the examination may be _ 
monitored and possibly recorded to let him know there are. 
no hidden procedures; 


~-random monitoring by a specialized supervisor to 
insure that no improper questions are asked; 


~-maintenaz.ce of polygraph records in separate files with 
very strict need-to~know rules governing access; 
~-prohibition of release of polygraph-acquired information 
outside the Agency without my approval or that of the Deputy 
Director and only if such a release is necessary in the interest © 
of national security; 


_ ~~the polygraph examiner makes no recomm endation as to 
the security suitability of the person tested; and. . 
~~evaluation of the pelygraph report is but one element in 
the toial personnel security screening program. 
With respect to reliability, defined in accordance with scientific 
convention as the consistency of the interpretations of the polygraph - 


charts, agreement studies were conducted as part of an Agency research: 
. program which was initiated partially in response to the hearings held 


by the Foreign Operations and Government Information Subcommittee 
in the early 1960's. Numerical results of these studies are complex and 
would require extensive explanation, but comparisons may be useful, 
Comparable studies of similar professional groups are scarce but two - 


. were found, involving cardiologists evaluating EKG charts for cardiac 


pathology and psychologists evaluating MMPI test results for psycho- 
pathology. The CIA polygraphers' chart interpretations were as good 
as or better’ than these two groups. : , 


Finally, the selection of polygraph officers is extrerely discximi- °_ 


nating as to their qualifications, intelligence, integrity, anc high 
character. They are given a rigorous training program whichis a _ 
continuing process to keep them abreast of developments ir. their pro- 
fessional field. CIA has maintained a vigorous research efiort inquiring 
into new techniques and equipment to insure that the highest standards 
are maintained. 
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: -In viewefmy statutory responsibility to protect intelligence sourees * 


and metho; dsthnd the proven reliability of the polygraph and the safeguards 


“4 deiits iliza ation, I must disagrce with the recommendation of the Committee. 


‘this Agency's personnel security standards must be maintained at the 
highest levels. Termination of the Agency's polygraph program would 
increase iis vulnerability to hostile penetration and would seriously 
impact on the Agency's effectiveness in carrying out its foreign intelli~ : 
gence collecti Hon mission. ; 


Sincerely, a 
/s/ George Bush -- 
’ George Bush co, cae a ae 
. * Director Coy pes See! eee 
Chairman, House Government Operations Committee a ae > . 
a’ Distribution: a to RE te. Rene: Ae 
7 . Orig. - Address des ee ee ee ae 
ee 2 ee Se | os i ae 
ae - DDCI - ae Pa 


-' OLC/Subj. : ee ae sae oe 


* : : oo : . e 


OL . : : . . i a .. eo? 7 Pate = 


aa 
1 
tr} 
~ 
4 


STATOTHR oueyPicfaiwf (20 Foss 1976) 2 a ee 


| 1 : . x 
“ ae “. ] 9) } ie J ; . sien 
: Pe a ¥ . 
Approved For Release ie 02 bik pP83800823R000300040001 0% 2 


Yin ay ad 


ee oe Se am ee dee ee re 


FOSS 


oN LEN Te Ne ae 


Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0 


MISCELLANEOUS 


tat he : f 3 * . as 
RS og ee : oar Pa 


se Approved ee ee 2002/07/02 + CIA-RDP83B00823R000300040001-0 a: 


a. 


= 


a ae ‘SENS R: WILL CHECK CLASSIFI "ION TOP AND BOTTOM eres 
UNCLASSIFIED CONFIDENTIAL SECRET 


OFFICIAL ROUTING SLIP 


INITIALS 


| . 
[| pomes aa ree 
| faction = SS*dYSS=«*Sv REG. REPLY PREPARE REPLY : 
DISP, E 


| {comment | sd FILE po RETURN | ae ale 


A cone yee ne ee ee 
. 


INFORMATION _ 


bl : Remarks: 
Harold: You asked me recently about a 


definitive statement of what constitutes 
monitoring of telephones, Attached is an 
internal OGG memorandum on this subject. 
A copy has also gone to the Office of Security, 
Par on which is currently working on the proposed 
STATINTL - [| _|fetephone Monitoring Devices. - 
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1 
ohn ss. Warner ee, . 

cc: D/Security | 7 
FOLD HERE TO RETUAN TO SENDER ! 
FROM: NAME, ADORESS AND PHONE NO. DATE { 
: } 
General Counsel 4/3/74 | 
{__| UNCLASSIFIED [ [ CONFIDENTIAL SECRET $ | 

FOAM 40. O37 — Use previous editions (40) | ; 
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26 March 1974 


MEMORANDUM FOR: Mr. Warner 


SUBJECT: Restrictions on Use of idcaaucae Recording | 
Devices: os sti 


1. A Federal Communications Commission (FCC) 
regulation (47 C.F.R. 64.501) prohibits a telephone company 
from using any recording device to monitor telephone conversa- 
tions unless the parties to the conversation are given proper 
notice that the conversation is being recorded. Such notice is 
required to be given by the use of an automatic tone warning 
device--the so-called "beep tone''--which is repeated at regular 
intervals during the course of the conversation. It is also 
mandatory that no recording device shall be used unless it can be 
physically connected to and disconnected from the telephone line —_ 
ox switched on and off. . 


2. To comply with the above regulation, telephone com- 
panies have inserted a similar limitation in their tariff schedules, 
which are filed with the Federal Communications Commission in 
accordance with 47 U.S.C.A. 203. 


3. It seems clear that the burden of meeting the "beep 
tone" requirement ia on the telephone companies rather than or on 
the istts, Which creates a rather difficult enforcement problem 
for this-réason. If the "beep tone’ requirement is violated, a 
telephoné company can be fined up to $500 for each day of the 
violation. 47 U. s. CG. A. 502. However, the. _telephone company's 


subscribers is very slight. As it was jpoiatad: out in Occ 74- 0428 
dated § March 1974, telephone companies are too concerned with 
First Amendment and monopoly problems since the subscriber has 
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no alternative to their service. Thus, a subscriber who 
records a conversation without the "beep tone" runs very ~ 
little risk. It remains, nonetheless, a violation of the tariff 
schedules filed by telephone companies with the FCC to 
record a telephone conversation without the use of the "beep 
tone." 


4, Another means of recording telephone conversations 
is the so-called induction method where a tape recorder is 
attached to an induction coil placed against a previously installed 
telephone. This method also violates the FCC regulation. unless 
a 'beep tone" is used. 


5. In any event, it has been held that no interception 


occurs when one party to a telephone conversation simply 
records it for his own use. Parkhurst v. Kling, 249° F> Supp. 
315 (D.C. Pa., 1965). Thus, there is no violation of 47 U.S.C.A. 
605 which prohibits the interception and publication of telephone 


_ and radio communications without the consent of the parties to 


the conversation. Likewise, there is no violation of the pro- 
scription against the wiretapping contained in the Omnibus Crime 
Act of 1968 (18 U.S.C. A. 2511, et seq.), since no "interception" 
takes place when one party to a conversation records it for his 
ownuse.~ Smith v. Cintinnati Post and Times Star, 353 F. Supp. 
1126-{S. D. Ohio, 1972), afftd, 475 F.2d 740 (1973). 


6. With regard to the use of a dievophione or an amplifier 
to monitor conversations, it also has been held that no interception 
occurs when a person places a microphone or a radio transmitter - 
in such a position as to record a telephone conversation, since 
such listening in in no manner interferes with the transmission of 
the conversation over the telephone wires. Irvine v. California, 
347 U.S. 128 (1954), Silverman v. United States, 365 U.S. 505 
(1961), United States v. Borgese, 235 F. Supp. 286 (1964). More-~ 
over, it is certain that a telephone company cannot be held 
responsible for recordings by these devices since the telephone 
system is not used. When one looks to the essential purpose of - 
the FCC regulation, however, which is to protect the privacy of 
telephone communications, attempts to make distinctions between 
mechanical devices attached to telephones and mechanical devices 
not attached to telephones is meaningless, if the end result is s the 
same. 


2 
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7. The Office of Security Duty Office has five tape 
recorders installed in telephones for the primary purpose of 
recording conversations involving serious threats to Agency. 
installations, senior Agency officials, and national figures. 
These recorders are, in fact, also used to record any conversa- 
tion duty officers think is too complicated to record accurately 
without the aid of atape. Attached isa memorandum issued by 
the Office of Security establishing certain procedures for use - 
of these tape recorders. 

8. I discussed the above procedure with Mr. Hilbert 
Schlossberg of the General Counsel's Office at FCC, who 
advised me that police departments, fire departments, and the 
like, also record conversations involving threats, safety and 
related topics. These organizations usually have an agreement 
with the local telephone company permitting recordation of the 
conversations without the "beep tone" or any other notice. [If 
the Agency wants to be absolutely safe in this area, we can 
attempt to reach a similar agreement with C&P. Whether we 
decide to do so, however, is a matter of policy. — ; 


ssistant General Counsel 
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JIGB:ks 
Distribution: 
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MEMORANDUM FOR: Deputy Director for Administration 


FROM : Director of Security 


SUBJECT Assistance to the Department of Commerce 
REFERENCE : uN | ; 


1. Action Requested: This memorandum contains a 
yecommendation for your approval. 


2. Basic Data: This Office has, in the past, provided 
Denied Aréa Briefings to Department of Commerce employees — 
traveling to the Soviet Union or Bloc countries, . These. 
briefings were directed primarily to employees holding com- 
partmented clearances. 2 aS 


The Security Office of the Department of Commerce 
has now come to this Agency with a iequest for assistance 
in establishing a briefing-debriefing program with special 
emphasis on Soviet .and Soviet Bloc travel. 


This Agency will derive the following benefits, 


‘once a professional capability within the Department of 
Commerce has been established: 


a. Department of Commerce representatives 
can brief their employees who hold Agency 
compartmented clearances and report the fact 
to this Office rather than requesting our 
people to come over and do the briefing. 


b. Once a debriefing program is established, 
we are hopeful of getting feedback from then 
concerning any incidents occurring to employees 
holding compartmented clearances. We do not 
get this feedback now. 
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Our involvement would amount to about sixteen 
man-hours spent initially by the Chief, External Activities 
Branch, Office of Security, and one other employee of that 
Branch - a GS-14 and GS-13 respectively. We cannot fore- 
cast the followup man- pours requirement but do not foresee 
any great burden. 
3. Recommendation: Your approval to provide this type 
of training is requested. 
/ 
Charles W, Kane 
Director of Security — 
APPROVED: _ Bi hays iia 
DISAPPROVED: 
Distribution: 
Original - Return to OS 
2 - DD/A 
2 - IG 
~ 
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METMIBAN 

FROM. "3° Director of Security 

SUBJECT > O€fice of Security Assist 
Departnent of 


CoveTnnent Componen 


= 
‘ot of inspection end 
ee 


. {a} Hr. Arthur P. 
of Agriculture Security Oz 
t5nt repre esentatives of the 


Agriculture 


se bieer: Agency. 


orih 1974, 
' Federel, State and Local 
ts 


requested’ that you KDPTOvVE 


detiaon Requested: it is 

a eeurtty assistance % to the Hepartnent of Agriculture 
necreditat ion of & Se2tuTre aren - 
‘acel ys and storage of classified eedeword material. . 


Stove pala, Repartsent..s .- 


icer, has raqussted . uae 
office of Security's 


Special Security Center inspect and accredit B 


pen iepartaent of Agriculti 


Ys secure aATé2n fer tha 


rectipt and storage of ecadeverd (ST and: TERE} 


matariat. The Special Secu 
in June 1975, insoceted and 
naee 310-A, Hein Agricuitur 
for the raceipt and storage 
2 DepaATLRent of Agriculture 
forcing the ahandonment of 

creation of @ new Secure ar 


rity Center previously,- 
aceredized « vanit a ees 
® Leparts sent Building, 

of SE and 7 naterial; 


this eaaity, an 
oa elzowhore. 
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MEMORANDUM FOR: Deputy Director for Administration 
FROM t Director of Security | | 
SUBJECT -g) Request froa the Department of Commerce 
for Survey of Commerce Security Handling 
of CIA Classified Haterials 
25X1A REFERENCE : yoo 25 April 1974, Subject: 
. Ag nasistance to U.S. Federal, 


; State and Local Government Components 
} | 


é 
: 

Z 

# 


f . 
/ 1... Action Requested: It is requested that you . 
approve the Office of Security conducting a survey of 
RS betes Department of Comaerce security handling of classified 
(—™ CIA materials. 


2. Batkground; 


{a} By a letter dated 24 Septeaber 1974 
(TAB-A} the Department of Comaerce, Director, Inves- 
tigations and Security, Harry C. de Venoge, has . 
requested a survey of the Department's security and 
documentary contrel procedures as thay pertain to 
CIA classified materials including Special Intelli- 
gence. The request resulted from a meeting of Mr. 
de Venoge with two representatives of the Office of 
Security on 16 September 1974, during which he cited 
several examples of Commerce Department flagrant 
security mishandling of CIA classified reports, 
and expressed his general concern that his depart- 
ment was not affording the Agency's classified 
materials the appropriate degree of security 
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protection. In defense of his own positions, Myr. 

- de Venoge said that he had act been advisad by 
the Agency as to who in the Department of Commerce 
was authorized to receive various reports, what 
was being delivered, and to whom. Because the 
primary mission of the Department of Commerce 
does not ordinarily relate to classified matters, 
Mr. de Venoge, as its principal security officer, 
believes that it is necessary that he maintain a 
continuing oversight of such matters in order to 

revent possible serious compromise of classified 
nformation. 


(b) Previously (in January 1972) repre- 
gontatives of the Office of Security -~- at the 
request of the DDI -- conducted a survey of Commerce's 

security handling of CIA classified materials. The 
report of survey concluded that the Department of 
Commerce was generally complying with the provisions 

Bk of Executive Order 10501 in its handling of Agency 

. _ @lassified intelligence reports. In June 1972, the 

r Office of Security's Special Security Center accredited 

- - a pears vault area for the physical storage of 

( Special Intelligence aaterials, following a survey 
of the facility end subsequent modifications to the 
facility as recommended by the report of survey. 


{ec} In order to better assess the impor- 
tance of the current request, the Office of Security 
conducted an internal survey of CIA dissemination 
offices to ascertain what intelligence materials: 
were being sent from the Agency to the Department 
of raha The results of that survey are attached 
as ae hed ; 3 


A %. Staff Position: Because the Department ef Commerce 
is a non-USIS member department, the CIA retains security over- 
sight responsibility for the intelligence materials it dissen- 
inates to Commerce, Mr. de Venoge's expression of concern 
obviously must be responded to. The CIA Deputy Director of 
Intelligence is in accord with the conduct of the requested 
survey. 


® “af 9 
Wey tek, 
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4. Recommendation: It is recommended that you 


approve the conduct of the requested Department of Comerce . 
survey. | . ; 


Psi 
Charies #, Kans 
Directer of Security — 


Att 
APPROVED H 
DISAPPROVED: 
nee 
Distribution: . 
Original - Return to Office of Security 
2 ~ Deputy Director for Administration 
1 - Director of Security 
1 - OS Registry 
1 - SSC Chrono a 
a  —— rr ee 
2 - Baspec ener} qe? C ih teettz eo ar = 
OS/P§M/SSC:mfb (21 November 1974) tnd Ae hi 
era (retype, 22 November 1974) © “>. ?Giadk... 
Aut) CLL ~ A. 
3 
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27 NOY 1974 


MEMORANDUM FOR: General Counsel 
FROM : Director of Security 
SUBJECT : Use of Termination Secrecy Agreement 


(Form 305) Where aa cas is 
in Absentia 


1. <A significant number of personnel are separated 


- £rom the Agency in absentia due to resignation, retire- 


ment, or other reasons. AS a result, the usual security 
out-processing procedures, including the execution of a 
Termination Secrecy Agreement (Form 305 or 365A) may not - 


not to warrant the additional effort bias expense which © 
could be involved. 


2. Nevertheless, there are obvious advantages to 


be completed in each instance if circumstances would appear - , 


having the employee reminded of his continuing obligation 
to protect the security of information that affects the 
national defense of the United States. The Termination 
Secrecy Agreement assists in doing this. There remains 
however, the question whether this document should be dis- 


pensed with in absentia situations, especially when the 


Agency holds a Secrecy Agraement (Form 368 or predecessor 


form) executed by the employee when he entered on duty. 


3. Office of Security deliberations on this matter oo 
would be greatly helped if the General Counsel would pro- 


vide an opinion on the legal need fer the execution of 


ths Termination Secrecy Agreement for the following cate- 


gories of separated PexSonneE 
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Persons resigning, retiring or otherwise 3 
being separated from Agency employment in cee 
or use, in absentia for whatever reason, ¢ 
domestically or overseas, when those per- : 
sons are not under the direct supervision  —_ : 
of a installa- — STATINTL 
tion, and who have Signed a ecrecy * ty Vasa : 
Agreement. 

4. A further opinion of your Office - is y pequestea 
on the validity of having the Termination Secrecy jae, 
ment executed with or without witness, should the form . 
be mailed to the person for signature and pepe Tnee ta 
this Agency. . 
5. Your assistance ae this matter would be sinceset 
appreciated. a SU INTE 
a ; __ BT 3 
Director of Security -  - | 
Cs Distribution: 
Orig 4 1 - Adse e 
1 - D/Security 
1 - OS Registry. 
ee - Subject File 
-4t~- EAB Chrono 
STATINTL . - OS:SSD: ace a (27 Nov 74)retyped : 
Z 
( =" 
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MEMORANDUM FOR: Director of Security 


SUBJECT : Termination Secrecy Agreements 


1, On ll July 1975 you sent a memorandum to the Acting Deputy 
Director for Administration recommending an additional paragraph be 
included in the Termination Secrecy Agreement. I regret the delay in 
answering your memorandum but felt there was a bigger problem with 
the current Termination Secrecy Agreement and therefore was waiting 
to see what happened with the Marchetti case. At this time, it appears 
that Judge Bryan will issue a final order in accordance with the Fourth 
Circuit's opinion. Therefore, I feel we should revise the entire Termi- 
nation Secrecy Agreement. 


2. Inits revised form, I think we should refer to this document 
as a Termination Secrecy Acknowledgment since the courts have deter- 
mined that there is no consideration for the Agreement when an employee 
terminates his association with CIA. In my opinion, the thrust of the 
Termination Acknowledgment should cite the existence of the Secrecy 
Agreement previously signed by the employee. I would suggest that the 
Acknowledgment include the language of paragraphs 2, 3 and 4 of form 
368 dated February 1974, plus paragraphs 4 through 10, inclusive, of 
form 305 dated March 1973, 


3. The courts have decided that the Secrecy Agreement is an 
enforceable contract with three major limitations. It may only cover 
classified material learned in the course of employment with CIA and 


_ not placed in the public domain by the U.S. Government. If an employee 


Attachment 


ree 


refuses to sign a Termination Secrecy Acknowledgment upon leaving the © 


Agency, his Secrecy Agreement is still applicable and may be enforced 
in the courts. I therefore include in this memorandum an answer to 


your request of 27 November 1974 in which you asked if it was necessary 


to have 2 signature on a form 305 where an employee is separated in 
absentia. Itis not mandatory to have a departing employee signa 
Termination Secrecy Agreement. 
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aeenwe 240 a 31 January 1975 . 


"Top Secret clearance, 


Director of Security | 
Central Intelligence Agency 
Washington, D. C. 20505 
Dear Sir: 


The purpose of this letter is to request that representatives of your 


agency conduct a Hostile Audio Surveillance Briefing at the Defense . See asa 


Communications Agency. Several years ago your agency provided 


.& Similar briefing which was extremely informative and useful. Tt 


is intended that the requested briefing would be attended by the 
General and Flag Officers, senior civilian and certain security 
personnel, All attendees would have been granted a minimum of a 


Urgency is not attributed to this request; however, the current emphasis .- 


of our defensive Security program makes reasonable timeliness : 
important. If this request is favorably considered, I can be contacted 
at 692-6991, re wae. 


Your attention to.this matter is greatly appreciated. 


Sincerely, 


ROBERT C, LAWRENCE 
Chief, Security Division 


terns ole 
POO Guerra pos; 
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11 FER 1975 


NSHORARDUM FOR: Deputy Director for Administration 


SUBJECT : Request for Audio Couatermeasures 
- Sriefing by Defense Communications 
Arency 
REPERENCE : Letter dtd 31 January 1975 te D/Sec. 


fron Chief, Security Division, DCA 
{at tached} 


Le see. Reeuested: Your approval is requested - 
FFiraatively t ta the attached request from 
the Befense "Geeeanleacions Agency (BCA) fer an audio: 
surveillance countermeasures briefings, 


2. Pseckeround and Steff Positisa; The Technicat 
ceean sty Division (TSDy) fs prepared to conduct a briefing 
Such as that being sourht. ‘is Office considera this to 
be per reaction and within the letter and spirit af 
of _Festraines. Qur records show that the last such ~ 
briefing by TSt was deliverod at OCA in Nevember 1967. 


3. Recoumendation: It is recommended that you 


approve the DCA request, 


uote 


~ STATINTL 


Charles ¥, Kane 
Director of Sacurity 
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14 March 1975 


MEMORANDUM FOR: Director of Security 


ATTENTION : Chief, Policy and Plans Group 


SUBJECT : Intelligence Sources and Methods 


REFERENCE Memo for Asst. for Coord./DDA, fm D/Security, 
Subj: Office of Security Contribution to Sources 
and Methods Listing, dtd 7 March 75 


1. Based on the information in referent and similar submissions from 
other offices, I have drafted a number of Aspects of the subject which require . 
protection. Attached is a list of most of those Aspects drafted to date. In some 
cases referent identified a number of documents, reports and files that should 
be protected. As you will see from the attached listing, I have taken a slightly 
different approach and am attempting to itemize the substantive information 
that might be in such documents, reports and files as that which requires 
protection. Listed below is a tabulation of the Aspects which are intended to 
cover the paragraphs of referent. 


Paragraph (s) Aspect(s) 

l.a.l. and 2. 1, 2, 3, 20, 42, 43, 52, 54 and 62, 
as well as various substantive 
Aspects 

l.a.3, and 4, 1, 2, 29, 34, 42, 43 and 54. 

1.b.1. through 6 3, 20,-54 and 62 

1.b.7. 2 

1,b.8. and 9. 7, 1, 12, 23, 29 and 43 

1.b.10. through 14. 65 

1.b.15. 56 

1.b.16. through 18. 65 

1.b.19, 9, 28, 31, 54 and 65 

l.b.21]. and 22. see discussion below 

1.b.23. through 25. 29, 34 and 65 
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Paragraph(s) Aspect(s) : 
1.b,26. through 29. 65 
1.b.30. 13 and 65 : 
1.b,31 19, as well as various substantive 
Aspects © 
1,b.32, 3 : 
1.5.33. 9, 28 and 31 
1.b.34,. 1, 2 and 65 
ua oe toe 65 
1.b.36, 24 and 65 
1bs37; land 2 
1.5.38. 65 
‘ 2. You may find that some of the other Aspects also relate to your 
paragraphs. As you will note, some of the Aspects are somewhat broad and 
others are rather specific. Generally I have tried to draft a rather broad 
Aspect to cover the particular item requiring protection, but in some cases 
more specitic Aspects were also added for extra protection. You might. 
review the list with thatin mind. For example, we could draft a specific 
aon Aspect in line with your paragraph 1.b.35. (storage areas). I have not 
( ad drafted an Aspect regarding the Agency safety programs (paragraphs 


I.b.2]1, and 22.), as I am not familiar with the aspects of those programs - 
that must be protected. Will the broad scope of Aspect 65 offer the required 
protection? 


3. Ihave made a conscientious effort in drafting the Aspects to 
differentiate between an activity in which only the Agency association 
should be protected from disclosure from an activity in which details of 

the techniques, procedures or equipment associated therewith should be 
protected. I would ask for your careful review in this regard. 
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25 HAR 1975. 


MENGRANDUM FOR: Associate Deputy Director for Administration 


SUBJECT : Existing Agreements Between CIA and USIB 
. Agencies and Law Enforcement. Organizations 
involving the Office of Security 


REFERENCE : Meno from D/Sec to ADDA, dtd 24 March 1975, 
same Subject (0S 5 1189) 


1. This memorandum is for your information only. 


2. This is an addendum to the Office of Security 
memorandum of 24 March 1975, same Subject. 


Defense Intelligences Agency (Polygraph Examination 
. Exemption) - On 13 corres I974 the Director of 
( ( ' Security, CIA, requested the General Counsel, CIA, to 
nd request an exemption permitting polygraph examinations 
of DIA personnel assigned to NPIC (Tab A). Gn 22 March 
i974 the Deputy Assistant Secretary of Defense advised. 
the General Counsel, CIA, that he agreed with the re- 
quest for exemption. In his memorandum of concurrence 
the Deputy Assistant Secretary of Defense forwarded a. 
copy of his memorandum to the Chairman of the U.S. 
Civil Service Commission requesting that Commission 
allow the exemption (Tabs B & C). Office of Security 
files do not contain copies of the General Counsel's 
correspondence sent to the Civil Service Commission. 


3, Please advise if the Office of Security can be of any 
further assistance in this matter. ’ a 


25X1A- 


“Director of Security 
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6 9 April 1975 


The Honorable. Andrew P. Miller 
Attorney General of the Commonwealth of Virginia 
Suoreme Court Building 
‘J1L01 East Broad Street , se 

' Richmond, Virginia °23219_ . : “a me 28 i, 


Dear Mr. Miller: 


This is in response to your letter to me of 3 Decembar 1974 and to © 
the meeting held in your office on 18 December 1974. The records of this 
Agency show that Central Intelligence reese Headquarters property - 


located in Fairfax County, Virginia consists of 219.7865 acres. This 
_property consists of the following parcels: 


1. 131.5630 acres transferred from the Bureau of 
Public Roads, Department of Commerce, by letter dated. 
15 March 1957, and accepted by the Director of Central 
Intelligance on 5 April 1957; — 


7 . 2. 6.5930 acres known as the "Leiter Road" trans-_ 
Pie tas, _ . ferred by the Secretary of the Interior by document’ - 
eee dated ll September 1956; 


3. 13.8227 acres known as the "Viner Tract” which _ 
was obtained by condemnation proceedings in the U.S. 
District Court for the Eastern District of Virginia, 12 ae 
June 1963; 


4, 12.8279 acres known as the "Rivercomb Tract” _ 
which was obtained by condemnation proceedings in the 
U.S. District Court for the Eastern District of Virginia, 
12 June 1963; 

.5, 11.2039 acres known as the "Travers Tract" PS 
obtained by purchase, 19 August 1956; and, 

6. 43.7760 acres transferred from the Paderal 


Highway Acministraiion by letiors cated 12 Tanuary 1972 


oa a 7 
Ne en tthe an ientanannetanaghenmedecatomsartal 


fvomn the Ganeral Services Administration, Reston 3, and ers 
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The 131.5630-acre and the 6.5930-acre parcels were the subject 


of the letter to the then Attorney General (Afr. Gray) from the then General 


Counsel (Mr. Houston) dated 19 July 1961. Note that the only portion of 

these parcels acquired by the United States prior to] February 1940 is the 
6.5930 acres which wes acquired in 1936 (see deed dated 6 August 1936, a 
copy of which was attached to said letter). The 131.5630 acres were acquired 
by the United States Goverriment betwean 14 October 1940 and 10 May 1941 


' (the details of which are also described in said letter). These tivo parcels 


were the subject of a Deed of Cession of the then Governor and Attorney - 
General deted 31 July 1961 ceding concurrent jurisdiction over crimes and 
offenses committed on those Lalas to the United Stetes pursuant to the 


- provisions of Section 7-24 of the Code of Virginia (1959) which is now found 


eee. 


as Section 7.1~21, Code of Virginia (1950) (1973 Replacement Volume). That 
jurisdiction was accepted on behalf of the United States by Allen W. Dulles, 


Director of Central Intelligence, on 18 August 1961 pursuant to Section 255 of 
’ Title.40 of the United States Code. The Deed and Acceptance are recorded 


in Deed Book 2039, pages 653 - 658 of Balzer County, Virginie. 


The 43.7760-acre pare ets was originally obteined be the United States - 


as parts of several parcels. of land purchased in October and Mow rember 1940. 


Regarding the differing jurisdictional statuses of the var 
of land which comprise the Headquarters property of this Agency, I agree 
with your views that they should be made uniform, if possible. I also agree 
with your opinion that concurrent jurisdictional status seems the most appro- 


‘priate status for Federal properties within the Commonwealth. Accordingly, ’ 


itis my view that as that status is now applicable to a large part of our 
property, it seems appropriate for the yar of our Headquarters property. 


I would appreciate your views as to how thi n be most expeditiously 
achieved. In this regard, I have asked ot Eaay, Offices TATINTL | 


to discuss this with you in some detail. STATINTL 


John 5S. Warner ~ 
General Counsel 


. . ed ' a ri he 
ca: John lean; ESGs ea 
: General Counsel /GSA 


Real Estate Branch/RECD/OL ur 
Headquarters Security Branch/OS 
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GENERAL SERVICES ADMINISTRATION 
RULES AND REGULATIONS GOVERNING PUBLIC BUILDINGS AND GROUNDS 
Federal Property Manogement Regulations 4i CIR 101-18.3 


8. AUCHOTITY. Thene rules end regulations ara prerautzated 
prreoant te Pobils Law | Sith Conaresa, approved Sure 3, 
(253 (40, U.S.C, 318); api the Federal Property'and Adrainke 
trallys Servicen_Act of 1249 (83 RGU 377), a8 aniended. 

2. APPLICABILITY, These rolee ond reutations apply to all 
property under the charge and control of the Genernl Srevicea 
Admiolsiretion and to all persona eulering tn or on euch 
preperty. Ench occupant azeney shal be reaponaible for the 
ebrervance of these rules aod regulativw, 


drives for bunds for welfare, health, or olhce purports na auc 
thorized by the “Manual on Fund Ralsing Within the F-deral 
Servicn” lscued by the Civil Servier Commlttion under Haesss 
live Order 10927 of March 18, £963, and nzansared or epysrered 
by the oceugant ageucles; (2) enneersinna oF peraoast notice) 
posted by employees on authorized bulletin hoardes and (3) 
sollclintion of laber organization memberehip or duce nutace- 
fined by ocenz3anl acenrica under Executive Order 21491 of 
Ortover 29, 1569, nw arsended, 


*. ve Pa pipiens : 10. DISTRUUTION OF HANDUILIS, The distribution of mater. 
ts & RECORDING PRESENCE. Except ao otherwine ordered, ints euch aa pampliete, handhilta, and/or Gyere, ant the din 
r preperty shall he closed lo the pullle alter normal working playing of plncarctn or pontlas of matertals om briletin bana 
- hurr, Paring normal worklag hours property alvall ba loved er elsewhere on property lv prodiiited, excegt as autharived ba 
ae to the publ anly br emergency situations when, sensonably, § 201-19.907 or when aneh diatributions ar dlipiaya are cone 
:. necrenary to wnesee the ordurly conduet a Nneainnieg vine ducted as part of authorized Government actirities. 
7 ThA nGAN Selec Uy Felice ier ieok Lk: M, PHOTUGRATHS FOR NEWS, ADVERTISING, GR COM. 
i ‘The derignated eMcinl bo the highest ranking oslcial of the MERCIAL PURPOSES, Photegrapha Soe newa, adverth Ing, 
.. primary oveapant agency of an allervale high ranking oftictal or commerctal purpeess mny be token In agnee nceupied by A 
=e . Henignated in advance by agreeracnt of occugant agency of« teaant apency only with the consent of the oceupy In3 agewey 
<, clets, Admlastos to property during periods when such peoy- er Execat where accurity ‘regulations ap sty. of ® 
oh arty In gloved (othe prbite will be Helied to authorized indte edteral court order or cule prohibits it, photaeaghe tee vere 
“ vidnale who. may, be cequired to alon the regioter and/or . puryoncn ied be taken tn anieancen, babbtes, foyers, carshtoor 
: display kientiSeathon decuruents when requested to da eo by .. ye alist oe brie uned for public reretinan, Suitfeet te the 
ue the gosed, walchnen, or olher authorized Indivhtual, forezolog prohtiitlons, phatogenyhs For advertiring: and core 
merelal purgenee may be taken only with writles poral: tin 


4. PRESERVATION OF PROVERTY. The improper disporal of 
rabbish on property; the mpitting on progecty; the creation of 
apy hazard on property to pernona ov things; the throwing of 
articles of any kind from a buildings the climbing opon thw 
roof of any pert of the building; or the wilful destruction, 
damage, of removal of property or any part thereo!, le pro 
hibited. : 

& CONFORMITY WITH SIGNS AND UIRECTIONS, Pernona 
in and on property phall nt all Keres enropty with oieiat rlgna 
of x prehibitory or directory nature and with the directions 
of law enforcement and other authorized efictals, 


iva 


13. 


of an authorized oftictal of the agency occupying the epace 
where (he photosraghs are to be trsea, ‘ 

DOGS AND OTHEIC ANIMALS. Doge end ether antresta, 
except secleg-eye dega, shall sot be brought uyos property 
for other than oftlelal purgesss, 

VEBICULAK AND PRDESCHUUAN TRAFFIC. (a Detewre 
of all vebleles in or on progerty pha drive in a carekal psd 
gafe sanonce vt all men aud phall comaty with dhe cice ths 
and sbrectlons of gua and all prided tralite efioes (ky the 
DBiacktns: of eoleances, drivewaye, wolsa, loving pliifarresy, oc 
fire hydranta bn or en properly ft probiviteds fo} exaregt ts 


( = $8. VISTURTANCES, Conduct on property which crentes loud amergencter, parking bn or en property fa not allnrert without 
> of unurunl notses hich unreanmpably obsirocta the upunl use a permit, Parking without auttosity, pacing In unaytrerized 
oa of -entrances, foyers, Hobblea, currblorn, offices, elevatorn, Josrtlunea In Iogations renecved for oltre prerens nt eer 
t stalrways, or parking lots; which alherwing Impedet or tie tinuowly fa eaters of 18 hours without premic ion, og een 
. ruptx the performance of oficial duticn by Government sue trary to the dleection of posted alens ts prohiltted, ily poms 
id ployees; or which prevents the general publle from obtalaing graph may be nunplemented fcum time to tinte witls tie 
i the admintatrative pervices provided on the preperty In a araroval of Ha Reclenst Adribulntratey by Whe Ievunace 908 
fy, timely manner Is prouibited, The designated afictal uwler the geatlng of mpecific trafic dirsetives xs ovay he required nwt 
4 Feeiiities Self-Protection Plas shall he reaponaihle for enfore when no lenued and ported auch direstiven shall have Me sare 
ve ing this rule, force aud eftert an if hiade o part hereof, 
s : 7 1. WEAPONS AND EXULDSIVES. No perron while en pro, tt : 
4 % baited Paesisignling oT) anes fe ment = on a shall Giirey -Reshorna; OIhee diawernlin or dendly pat i Re 
o: sonal property, or the operaling ef gambling devices, Cy . oe e Sicks 9 
‘ condoct of & lottecy or pool, or the eclling or purehaning of aa either ogenly of canrented, except for cblcial cur. 
a: numbers tckels, bo or on property Ja prohibited. 13, Nesitee IHMINATION, ‘Tt hall be Meek {lor b: 
3 . a aaeeeren ca . SAneh & NONDISCIOEMEN! i. There shall te no Wiccehnination by 
i: 8. ALCOHOLIC BEVERAGES AND NARCOTICS, Operating & segregatlan or atherwice ngzinst any person of pect2t + be 
5 motor veblcle on property by a perron under the Influence of ciuts of race, crexd, color, or wutlesal origin In fave’ hog, : 
x alcholic beverogra, nareotte druzn, hati:elnezens, moriluana, or by refuning to fatale to arch perce or gerseny the ene | 
2S barbiturates, or amphetaciiven in probiiited. Entering prop of nny facility of n pubile nature, Incluticg all services, prtele 
7 ¢ erty onder the Infinence of any narentie droz, halluetnoicn, lezes, accommatationa, and activities provited therchy 99 
: riartthrana, barbilurate, emphelamine o¢ afcohelic bevernze prepesty. 
* (anices preseclbed by a physician) ta prohibited. The une on Z mas Mes pas e a? ee ss 
‘ propecty of any narcotle drug, halluetnegen, rarihuana, bar 16. aay on EHR ASNAS ie staan an nie: pal 
: § cert Sey et 4 bill " ve 
t biturate, or amphetamiae (unteea preserved by 8 yirysielna) 10%.19.3 while ov any property omlsr the charge sad contrat 
' Is problhhted. The une wf alcoholic heverages on proverty ja {GSA In subject (oa Ene of not m: : #9 or hegel- ‘i 
G $ prohibited except an ocenilona and on property uzon which the : ol of . gal i ie pre ba ay tian Odes hey 
- Administrator of General Services ban for appropriate ofdelad oe ae 7h ay ny, ar be’ - (Fee 40 CDR 
uae granted an exempilon ta writlag. Nothing contained Jn ress rules and eeguaitlons sea ve 
hh - ‘ construed to abrownte ony offer Fedtrat liwe er réguistions 
9. SOLICITING, VENDING, AND DENT COLLECTION, Lotielt. or any Giate and Jocal Jowe and recuGtlone appticable to any 
E Ing atma and conteibutlona, commercial roliciting and vending ares in which the property Le situated 
as of all kinds, displaylng ov diatributieg commerclal advertleLag, 
ae | or collecting privale debts in or on GS3A-eontroed property ba < 
r prohibited. This rwle dove nat eeply to (5h) national of oral ae ; : 
ot e . 
: . ‘ ce AP NAR 
2 Date September 7, 1978 Acting Admnfoiatrator of General Gurnee. | 
2 3 . 
, Figure 19-21, Rules and Regulations Governing 
are = : . 
: Public Buildings and Grounds 
. § 
' 
Ye 
Bho ee ; 
all 11 and 12 
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MEMORANDUM FOR: Deputy Director for Administration 


SUBJECT : Legal Authority by Which We Control 
Access to the CIA Buildings and 
Compound , - 


i. This memorandum is for your information only a 
and is in response to your verbal request for the legal | 
authority by which we control access of the public to 
our buildings and srounds. 


3. The Federal Register of Saturday, May 15, 1954, 
page 2833 entitled General Services Administration states: 
"Director, Central Intelligence Agency, Delegation of | 
Authority with Respect to Appointment of Special Policemen. 


1. Pursuant to authority vested in me by the 
Federal Property and Administrative Services 
Act of 1949, as amended, I hereby authorize 
the Director, Central Intelligence Agency to 
appoint not to exceed twenty special police- 
men, under section 9 of the act of May 27, 1924, 
as amended (D. C. Code 4-208), to police 
buildings and grounds occupied in the District 
of Columbia by the Agency, such authority to 
be exercised only to protect Agency employees, 
property, and classified documents and 
material, or in the event of fire or enemy 
attack, 
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2. The Director, Central Intelligence 
Agency may redelegate this authority to 
the Chief, Physical Security. Branch. 


5. This delegation of authority is effec- 
tive immediately. ; 7 


Dated: May 12, 1954. 


Al E. Snyder,” 
Assistant Administrator." 


The above authorizes the delegation of the authority 


which has historically been delegated to the Direct ; 
Security and is outlined in Headquarters Regulation 


4. Further authorization of this control is extracted 


from a 28 May 1974 General Services Administration Regu- 
lation which outlines, among other things, the following: 


"l. Authority. These rules and regulations 

are promulgated pursuant to Public Law 566, 

80th Congress, approved June 1, 1948 (40 U.S.C. . 
318); and the Federal Property and Administrative - 
Services Act of 1949 (63 Stat. 377), as amended, 


2. Applicability. These rules and regulations 
apply to all property under the charge and 
control of the General Services Administration - 
and to all persons entering in or on such 
property. Each occupant agency shall be 
responsible for the observance of these rules 
and regulations. 


3. Recording Presence. Except as otherwise 
ordered, property shall be closed to the 
public after normal working hours. During 
normal working hours property shall be closed 
to the public only in emergency situations 
when reasonably necessary to ensure the 
orderly conduct of Government business. The 
decision to close the property shall be made 
by the designated official under the Facilities 
Self-Protection Plan. The designated official 
is the highest ranking official of the primary 
occupant agency or an alternate high ranking 


2 
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official designated in advance by agree- 
ment of occupant agency officials. 
Admission to property during periods 

when such property is closed to the 

public will be limited to authorized 
individuals who may be required to sign . 
the register and/or display identification 
documents when requested to do so by the 
guard, watchman, or other authorized 
individual." 


The above regulations are utilized for controlling 
access to the compound and Agency facilities in that it 
authorizes 'the decision to close the property shall be 
made by the designated official under the Facilities 
Self-Protection Plan" and that official is the highest 
ranking official of the primary occupant agency or his 

ate which we deem to be the Director of Security. | 


5. It should be pointed out that during the daylight * 
hours there has always been public access to the compound. 
In the cases of public transportation (Metro Bus) and any 
person who comes to the gate who states he is on official - 
business to visit an Agency official is allowed on the 
compound and directed to the main receptionist. 


“STATINTL 


Th 


“=—CThariles W. 
Director o£ Security 


Atts 
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}. AUTHORITY, These cules and rezalatiuns ove prommtzated 
puranaat to Pubiie Law $55, &0¢4 Congrevs, byyroved Juz 1, 
3943 (4) U.S.C, 323); and the Federal Property and Adaiab 
teative Services Act of 1949 (63 Stut, 377), a9 ameadad, 


2 APPLICANILITY, Theos roles and recutsllons apply to 03 
property under the charge and eontrol of tha General Services 
Almisittrntion and to al} gervons entaclog fa or on auch 
proserts. Tach occupant agesey hai ba fepponridle for the 
ebrervaace of these roies and regulatio-xs., 

B. RECORDING PRESENCE. Except as otherwise ordered, 
preperty shall oe cloved fo dhe pubile alter nocrasl workin 
hours, Paring normal worklog buure property etvall de ciosed 
to the publie aaly bn emergency altuabloas when reasonadiy 
neceswaty to ennure the orderiy conduct of Government bub 
Bees. The decioion to clove the property shall be made by the 
designated aitclal wader the Facijithe Seli-Protectton Pua, 
The dealmated official ly the hichent ranaing ojiclal of the 
primary ecevpant ngency of an afternate high ranaing oDichd 
@miznated by advance by asteement of occupant agency ode 
cia's, Admiston to property curing peeicds when auch prop 
erty is cloned to (he publie with be ilmitel to authorized ind 
vidarls whe may be required to sipa the resister and/or 
Qazay Wentlicatloa docuseats when reqjuested to co so by 
the guard, watchman, ov other authocioand individual, 


4 PRESERVATION OF PROVERTY. Tha Imyroper dispowal ef 
rudbieh on property; the spittizzg oa penperty; the crentica or 
noy hazard om property to persons or thinge; the throwlag of 
articles of any kind from a buiidieg; the climbing upen the 
roof of any pert of the boiding; or the willful destruction, 
durtase, or remrotal of property of any part therde?, is pro- 
bislted. 


5 CONFORMITY WITH SIGNS AND DIRECTIONS, Pernoss 
in aod ca sroparty shall ab att ticses comply with onicial sit 
of a preblbitory or directory nature and with the directiona 
of law enforcement and other authorized oficials, 


6. JUSTURUANCES, Conduct ow properly which creates oul 
or unusual noise; whieb unreasonably obstructa the usual cae 
of -eatrances, foyers, lwhdies, corridors, oidces, tievators, 
stolrwaya, oc parking lola; which otherwise Imgeles or diz. 
rugts the performance of ofitciai duties by Government exp 
ployeeas or which prevents the general publie from cbtalaing 
the adminiatrative services provided on the property ta a 
thnely mannee ts prohibited. Tha designated oficial under the 
Fagllitles Self-Proteetion Plas shall be responsible for enfore- 
fog this rule, 


TO VMOLING, Parttelpating in ganies for money or other per- 
orcad peaperty, or the operating of gambling devices, thy 
eondaes of a lottery or pool, or Ure eellaz or purchaslay of 
rurshers tecela, ba or on property Ls prowidited. 


B ALCOHOLIC BEVERAGES AND NARCOTICS, Opeeatiazg a 
motor vehicle oa property by » pareoa under the infuence of 
alcoholic beverages, nazcotie deuza, haltvelnagens, marihuaaa, 
barbiturites, of amphetamines by prohibited. Mntering prc 
erty onder the Influence of any narcotle drug, halluelnoz:: 
marlniasa, barbiturate, amphetarmiae or alegholle beversze 
(uatens peeverived by a physician) ba prohibited. The use oa 
property of any naccotle drug, hallucinogen, masihuana, bas 
biturate, of amphelamine (unless geeecrived by a physician) 
ba probivited, The use of alcoholic beverages on yrogerly iy 
prohibited exceyt on ocecsiona and ou progarty upon whieh the 
Adminiotzator of General Services han foe appropriate orcelal 
uote gToTted An exemption fa writtay. 


9. SOLICOTING, VENDING, AND DEBT COLLECTION, 
Ing alan and contributions, commercial soliciting and vealisg 
gf all kinda, dagbying or distriguting coramercial advectLuas, 
or coliecting private debts la of oa CSA conbrotiad property + 
prohibited, This rule does not apgly to (1) national or pal 


Date Septambar 7, 1972 


Figure 19-21. 


Public 


Rules an 


GENERAL SERVICE 
RULES AND REGULATIONS GOVERNED 


Federal Property Management A 
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a 2 ANT LTT RT 
a ADIs US TAs PRIN 
G PUBLIC BISCDINGS AND GROUNDS 


Sak aa 


r a ee 


eguintions 21 Cat 101-10.5 


Ceivee for Cus te for wellace, heatcn, or othe Prarge teak PN alge. 
thorized by the “Sasual ow Fund atiising Witate che ted pal 
Service” ivuel by the Civil Service Coamiadon ance 
five Crider $5927 of Blared 13,2551, aad sponsor? as ag 
by the even ant apencicay (2) cracentivas ar gor ena Bother 
posted by employees on aullioricad bulletia eartes acd (Sy 
xolicitation of jaLor ar,anization memberauly or does rathar. 
Ized oy ote avencios uncer executive Order ibsdh of - 
Grtvbar 3, 155%, aa aarended, 

DISTRIBUTION OF HANDEL. 
tabs auch a3 pamzileta, haadt 
piaylaz of plccardy of postin: 
or ees bere on property is prev 
§100-19.597 or when auch & 
asted a2 part of autherkeal Cavernne: 


S. The diatsibatwa of ove | 


3, creat as Quihoriced wn 
or ditgheys ace cone 
uctivikes, 


LL PUDTOGRATIIS FOR NEWS, ADVERTISING, OF COR 


MERCIAL PERCOSES, Fhetogracta for neve, advertidng, 
or commercial purpees may ba taien In npace excuse by a 
tcntat agency oaly with the eunsent af the ocenpying asec 
concerned, Excegt wheee prourity “regutations uga'y, oc + 
Fodecal court order of role prohibits I, pbotegeaghs Coe Beet 
purpesse may be taken in eatvaness, ler dies, foyers, comraee 
ér cudioriuma whoa uwd for public meetings. Sulject tu tes 
forecotag prohibitions, photagraghs for advertusag aud 60.5" 
aneectal purseica may be Cihen only with written paras 
of an authosized nficlat af the agency occupstos the space 
where the photusrighs are to be tuszn. 


2, DOGS AND OTHER ANIMALS. Doce aad other antl ante, 


encegt stelng-eye dogs, shail pot be bruwsht upon property 


for other than oficial purges 


1 VEHICULAR ASD PEVESTICAN TIGAFFIC, (4) Deter 


th 


5. NONDISCRIMINATION, Therg shail ba no dactimingt. 


of all vehictes bn or on progerty sha drive in a caretel ard 
enf2 meiner Bi ali thace pad shll comely with the wrote 
nud Gueelione ci guards and a 4 teatie above; Cb} tha 
biechisg of entrances, ddlvewaya, wana, loading glue me 
Gee hydroain to or on progerty ba pronidited: (e) eecran ba 
emergencies, paratng In or os poozerty by not allowed veltioul 
a geemit, Parting without authority, parking in Baul wrote 


twscions or in kvatlons reserved for votive prrsons oF cute. 


tinuaualy In excess of 19 hours without permbaston, of cone 
teary to the direction of posted sigze bs prohibited, Tats pact 
nggicmeaied from time to dias wiik ths 
a7 Regi Adctinistratce bs the isarance and 
printing of epechiic teats directives a» may be requicad sd 
when po lasued nad peated aueh cirectives abate lave the aaae 
force aval eifcet as if made a part heseot. 

WEAPONS AND UXFLDSIVES, No persun while na prozety 
shall carey firearms, other dangzerous or dealty weigune, cr 
argkslves, eithar ogesty or concealed, exceph for ociehss gus- 
pores 


segregation or atharwhe azatast any peeees or ¢ 
eavas of sare, eracd, colar, of national orkin ia Curae 
er by refusing to furnish te auch persa oe pesucns tha ut 
ef any Isciity of a publie wature, lactudiong aU eeeviers, othe 


ieau3, accominolatiuay and activities provided taseby 03 


of CSA is wubdssct toa Ene of avt mare 81a $59 oF Lope tsa 

a thas 3) dayo, or both, (See 46 USC, 
Nobiiag containad in thew nutes and coguiatives &. 
eonslenad to abro;mate aay othee Fee: Late O@ PR Teales da 
os aay State oud Wea) iawa aud xem iloes appbabie be ang 
aves ia which the propacty fa wituated 


a i 2 . 3 
a) 
“7 bes) aa Baars 
Acting Acministratec of Ceartal wer 
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MEMORANDUM FOR: Deputy Director for Aduinistration 


PROM 3 Director of Security . _ 

SUBIET : Security Support in the Conpartmented Arca 
to the Special Advisor to the President ca 
Foreign Trade 


Security Ceater londing assistance in the compartwented area to 
the Special Advisory ta the President on Foreign Trace. 


presently a Special Advisor to the President on Foreign Trade. 


The offices of the Special Trade Representative are located 
at 1800 G Street, N. W. Sowever, the compartaested material is 
being stored in the NSC vault in the Waite House. 


Hy. Jennings reports that he can no longer support the Trade 
Representative ia this storage situation and is concerned for this 
compartmented yoution protection. He has asked the Special 
Security Center of the Offices of Security te conduct a physical | 
garvey of the area whore tae Trado Pepresentative intends to store 

and handle comparteented information st 1808 G Street, N. N. and to 
insure that the area meets specificstions for the storage of — 


Thore will be nd reisbursement to CIA by the Trade Represen- 
tative's Office. This service is provided uader the same authority 
that directs the Special Security Center to act as the broker for 
all pcre pay organizations and representatives, in the 
Cia Ue are. : 


=e, 
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Fs tad inforaation is extremely important to the 
sear of this comtry, it is recommended that authorization 

be granted to give advice and guidance to the Special Advisor 

to the President on Foreign Trade and to his staif where necessary. 


Charies NL Kane 
Director of Security 
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Mr. Charles YW. Kane 
Director of Security 
Central Intelligence Agency 
Washington, DC 20505 


EPR 2 5 Gis 


Dear Mr. Kane: 


The U.S. Nuclear Regulatory Commission (NRC) is evaluating several personnel 
eccess cantrol systems for use in the NRC security program. 


vile would like to discuss, as soon as possible, this matter (i.e., personnel 
access control systems) with representatives of your staff. 


If this is agreeable, please contact Mr, Calvin Burch, Chief, Protection 
Branch on 492-7471. Thank you for your assistance in this matter. 


Sincerely, 


: aa 2 

bay nad). Pad 

Raymond J. Brady, Director 
Bivision ef sccurity 
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10 MAY 1974 


MEMORANDUM FOR: 


Deputy Director for Management and Services 


given approval to ren 
arrangements with the 


A. Headquarters Notice no fated 
39 August 1975 


B. Director of Security's Memo, dated 
19 September 1973; Same Subject 


i. Action Requested: That the Office of Security be 


@r routine assistance to and enter into 
agencies and departments of the USIS. 


Z. Background: 


{a} On 30 August 1973 a management matter 
was brought to the attention of the Agency in the 
form of a Headquarters Notice (iN which out- 
Lined the Agency's position vis-a-vis assistance 
rendered to other federal, state and local governa- 
ment departments and components. In essence the 
Notice set forth a reporting system whereby each 
Operating Official was obliged to report to his 
Deputy Director all such assistance or arrangements 
so that any activity which might be considered 
illegal, questionable or cause embarrassment to the 
Agency would be avoided. 


{b) On 19 September 1973, the recent Direc- 


tor_of Security, Mr. Howard J. Osborn, responded to 
| _ ly citing examples which he felt needed your 
approval. 
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(c) Cognizant of my responsibilities as 
Director of Security, I have recently examined 
the matter of rendering assistance to, and entering 
into special arrangements with the agencies and 
departments of the United States Intelligence soard. 
Special emphasis was placed upon that routine support 
which has arisen out of the day-to-day business of 
this Office interfacing with the USI2 comaunity. I 
am referring to those routine oral or written requests 
of common concern and mutual interest which do not fall 
within the protection of intelligence sources and methods; 
and which have been directed to past Directors of this 
Office, and I am sure, will be directed to me in the 
future. In honoring these routine requests, I realize 
that, perhaps, we are acting outside the framework of 
our sole responsibility to CIA, but are doing so for 
reasons which make sense to me and which are herein 
subnitted for your consideration, Such activities, 
for example, have included (1) shoring up the security 
of a USI8 agency or department's physical environment 
(secures areas, etc.), (2) Lending security equipment, 
and (3) providing instructions in security techniques 


and know-how (letter bomb detection). : 


(d) Such activity is performed in a spirit of 
unity and cooperation, and as a consequence enhances 
CIA's image throughout the USIB community. I am con- 
vinced that such routine requests should continua to 
be met without unnecessarily burdening your busy 
schedule by seeking your approval each time. In doing 
so, considerable time, man-hours, secretarial support 
and related supplies are also saved. In responding to 
these requests there is no intention on our part to 
circumvent ifeadquarters Notice Nol | but to parti-STATINTL 
cipate as a cooperative member of the USIB environment 
in consort with the dictates of common sense and effec- 
tiveness. 


(e}) The members of my staff who interface with the 
USI2 agencies and departments have been made aware that 
any unusual or extraordinary request for outside assis- 
tance or special arrangements ure of vital concern to 
the Agency, to you, and to me, as well, and must be 
brought to my attention and approved by you, if an 
action is warranted. 


Z 
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3. Recommendation: That this type of routine request 
for support or special arrangements with the USIB community, 
outlined herein as examples, be approved by you as activities 


which fall within t ted intent of paragraph 7 of Head- 
STATINTL quarters Notice No. 
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Charles W. Kane 
Director of Security 
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7 May 1975 


MEMORANDUM FOR: Deputy Director for Administration ; 
General Counsel 


_/ 


- 
ts ty, 


SUBJECT : Lacunae 


1. In the course of the Director's depositions given tothe — - 
Rockefeller Commission Staff and of his testimony to the Commission 
itself, there emerged several issues that would seem to require. 
action. (Some of these issues have been discussed at Morning 
Meetings; the purpose of this memo is to make them part of the record.) 


2. Some of our surveillance and investigations indicate that 
over the years we have used more than one channel to obtain aavice 
and data from the Internal Revenue Service. OGC and the Office of 
Security have each(and separately) been involved. The law permits - 
any Agency head, with proper justification, to seek -IRS assistance | 
on request to the Secretary of Treasury or the Head of IRS. It would 
seem appropriate to develop an :zreed procedure for handling thir 
within the Agency. A single channel, operating with specific approval . 
of the Director in each case, may be the best bet. As a suggestion, 
how about a directive, signed by the Director, that lays on the pro- 
cedure? . 


3. A Presidential directive of 1965 prevents wiretaps in 
National Security cases unless approved by the Attorney General. 
We have no set procedure to govern instances wherein we may want 
to seek such approval. Presumably, the request would be forwarded 
to the Director for his approval and for his discussion witn the 
Attorney General. Assuming the Office of Security or DDO would 
initiate such requests, shouldn't we be clear on the procedure? For 
example, should OGC and perhaps the IG, chop on each request 
en route to the DC{? Once again,. elther way, a DCI directive would 
seem to be the best way to lay on the procedure. 


25X1 
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4. The Director has been asked why his 8/29/73 and 6/74 
directives have not been incorporated in Agency regulations. He 


responded by saying many should and would be; some may not 
appropriate for regulations. I am sure he would accept DDA. 
determinations either way. ; 


E. H. Knoche 
Assistant to the Director, CIA 


ce: Inspector General 
Chairman, CIA Management Committee 
Mr. Ben Evans 
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MEMORANDUM FOR: Deputy Director for Administration 
SUBJECT > Lacunae 


REFERENCE : Memo from H. Knoche dtd 7 May 75, © 
same subject (DD/A 75-2206) 


1. In paragraph 2 of the subject memorandum, Mr. 
Knocha suggests the issuance of a directive signed by the 
Director which establishes procedures for requesting data 
from the Internal Revenue Service. I agree that this would 
be in order and feel that the channel for routing such 
requests to IRS should be the Office of General Counsel. I 
would suggest, however, a copy of any such request be fur- 
nished to the Office of Security for Office of Security 
records. 


2. Regarding paragraph 3, Mr. Knoche suggests a 
directive setting forth the procedure for requesting wirs- 
taps. He indicates that perhaps any request should be routed 
through OGC or perhaps the IG for staffing. I would agree, 
and suggest that routing be through the appropriate Deputy 
Director, through OGC to the Director, and once again with a 
copy for Office of Security records. I would expect that 
any such proposal would probably come from the Office of 
Security, but we would want to insure that we are aware of 
any proposal not initiated by the Office of Security. 


3. Your question, I suppose, is who would prepare such 
a directive. This would normaily come under DDA cognizance 
so I refer this back to you. If you want this Office to pro- 


poss such a letter or regulation please ist ma know. 


a 


Charies W. Kane 
Director of Security 
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21 May 1975 


MEMORANDUM FOR THE RECORD 


SUBJECT : Federal Jurisdiction Over 
Headquarters P 


REFERENCE M/Rb (OGC 75-1521), Subj: 
Jurisdictional Status of Agency Property : 


1 April 1975 


today to discuss further the matters covered in referent. I proposed to 
him that the language of the first half of Subparagraph 1 of Section 7.1-21 
of the Code of Virginia 1950 (1973 Replacement Volume) is self-executing 
and does not require a Deed of Cession from the Governor and Attorney 
General of Virginia. That part of Subparagraph 1] relates to concurrent 
jurisdiction over crimes and offenses occurring on the sites therein-~ 
the Agency's Headquarters property not qualifying within the’scope of 
any of those types of sites. Mr. Haith explained that to date the Attorney 
General has taken the position that this part of Subparagraph lis not 
self-executing. I told him that my view was that the language of that 
part clearly makes it self-executing and he agreed that that seemed to . 
be a reasonable interpretation. That argument is bolstered by the fact 
that the second half of the Subparagraph provides a procedure for 
additional jurisdiction when the Governor and SU OEREY: General of Virginia 
agree that such is appropriate. 
2. If this interpretation is correct, there remains one additional 
problem. That problem relates to the interpretation of the words "such 
additional jurisdiction" in the second half of Subparagraph l. Thereis 
no indication as to what these words refer. It could be that they refer to 
concurrent jurisdiction over other than crimes and cffenses, it could be 
that they refer to concurrent jurisdiction over other than crimes and 
offenses committed on the specified sites or it could be that they refer io 
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additional jurisdiction, including exclusive jurisdiction. Mr. Haith 
infermed me that to date the Attorney Generel has interpreted this part 
of Subparagraph 1 to permit additional jurisdiction, including exclusive, 
to be ceded for the purposes specified within the first half of this Sub-_ 
paragreph. 


3. I suggested that if my interpretation of this Section is correct, 
then the Governor and Attorney General could cede at least concurrent 
jurisdiction over crimes and offenses to the Agency to cover those parcels 
of our property added to the Headquarters compound after the execution 
of the Deed of Cession we have’ éovering the main part of our property. 
Mr. Haith agreed to take this ‘matter up with the Attorney General and be 
back in touch with me as to their decision. 


~ STATINTL 


cc:) D/Logistics 
C/Headquarters Security Branch/OS 


i 
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MEMORANDUM FOR: General Counsel 


SUBJECT ; : Secrecy Agreement - Censultant Contract 


1. This memorandum is being submitted as a follow-up 
to our discussion on 9 May 1975 concerning the standard 
secrecy agreement paragraph of the consultant contract. 

2. As you recall, the consultant contract for 

originally contained the following 
secrecy agreement: 


"Secrecy. By virtue of personal knowledge 
acquire uring this and any previous association 
you will become privy to employees, associates, 
plans, programs, methods and the like of this 
organization, in particular, and the U. S. Intelli- 
gence Community, in general. As a direct 
consequence of this knowledge you epree to keep 
forever secret, all classified information so 
obtained; to refrain from presenting a paper 
writing for publication; making a speech through 
any media or forum, or other public statement on 
the subject of intelligence, factual or fictional, 
if the subject is related to programs and functions 
of the Agency or other Intelligence Agencies, 
without the prior authorization of the Assistant 
to the Director. Violation of such Secrecy mey 
subject you to criminal prosecution under the 
espionage laws of the U. S. and other applicable 
aws and regulations.” 


” 


objected to this agreement and 
eoment which, as a resuit of t 
ef the Office cof S 
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in a new contract for signature. That agregsxi1A 

which was approved only im the specific case of 

“Secrecy. In the course of this asseciation 
sith the Gentral Intelligence Agency, you will ; 
have access to information that is classified in fs 
accordance with Executive Order 11652. All such 
classified information remains the property of 
the United States of America. Accordingly you 


agree? 


“2- To surrender, upon terminati ; 
this contract or at the request of an eppropriate 
Agency official, any classified material you may 
acquire as a result of your association with the 


Agency; : 


fp) 


-- To submit to the Agency any material 
rou prepare for publication on the subject of 
intelligence or intelligence sources and methods, 
prior to showing it to any publishers, editors, 
or literary agents. (This procedure is for the 
sole purpose of determining whether it contains 
any classified information as defined in Executive 
Order 11652); and, 


-- To refrain from divulging, publishing, 
or revealing any classified information acquired 
during your association with the Agency to any 
unauthorized individual without prior written i 
consent of the Director of Central Intelligence [ 
or his representative." h 


3. OGC memorandum 75-1020, dated 19 H 
reviewed the concept of appointed versus in 
contractor status for the Agency's consultan 
memorandum had been prepared_subsequent to 
contract being prepared for 

secrecy agreement suggested for the consul 
for FY 76 reads as follows: 
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3 OCT 1978 


MEMORANDUM FOR: Deputy Director of Security (P&M) 


SUBJECT : Termination Secrecy Agreement 
REFERENCES : (a) D/Sec memorandum to ADDA dtd 11 July 


1975, same subject 


1975, same subject 


1. Reference (a) addresses the possible need to 
modify the current Termination Secrecy Agreement in. 
response to a requirement originating with the Director 
of Central Intelligence. The memorandum was forwarded 
to the Office of General Counsel (O0GC) for coordination. 
Reference (bd) contains their comments. 


2. OGC suggests that strong consideration be given 
to making certain revisions in the current Termination 
Secrecy Agreement including the substitution of the 
word “Acknowledgement” for “Agreement” in the title © 
of Forms 305 and 305A. We concur in such changes being 
adopted for the reasons stated by OGC and have rewritten 
the Termination Secrecy Agreement incorporating these 
suggestions. A draft copy of both revised Forms 305 
and 305A is being provided you for your review and 
retention. It should be noted that if the revisions 
are adopted, certain parallel changes in Headivesters 
Regulation| __|will also be required. 


3. It is requested that your office complete 
whatever additional coordination may be required for | 
approval and implementation of the suggested revisions. 
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te Comdact 
Se of Interior, Geological Survey 
Ad st Beaten, Virgiala 

STATINTL REPRESS 2 §3% etd 25 April 1974, Subject: Azenty 
ta B. S, Federal, State and Local 
, Components 


2. Backgrowad: 
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3. Stat Position: Because the Departcant of Interior 
is a non-USIS weaber department, the CIA retains security over- 
sicht responsibility for the compartsented usteriels it disseminates 
to the Departwent of Interior. Altheuga an inspection hag sot 
soen forserly requested by USGS, it has been discussed and 
mutually sgreed upon as auvisable. This will be a particularly 
useful undertaking in view ef the recat USIS decision resarding 
cgclassification of certain T/X wateriais. 


§. Rgcommendation: It is recummecued that you approve 
the conduct of the inspection specified in paragraoa 1 above. 
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MEMORANDUM FOR: General Counsel | 


VIA Besuty Director for Administration a 
SUBJECT : Procedures for Handling Mentally :-- 
ges Disturbed Individuals Who Attexpt 

to Entor the Headquarters Compound 


i. On 16 Jnuly 1975, an individual was dropped off 
at Gate #1-by a cab driver who stated he had picked him 
up at Dulles Airport. The individual raised his arns 
and cans at the Federal Protective Officer guarding the 
gate who immediately subdued and handcuffed him. . ~~ 


_ 2. Dearing the coursa of interviews at the Gate #1 
Gatehouse, .the-individual exhibited obvious sigas of RG 
confusion and disorientation. He volimteared that he 
had escaped from a mental institution in the Chicago, - ; 
illinois, araa and had come here in response to signals 
this Agency had sent him via television, and wished to 
sse Mr. Helms, Ha alluded to visits from angels and 
commands from haaven and indicated that prior to his ° - 
escape he had been receiving thorazine twice a day. —-: 

In response to questioning, he stated that he had no - 
nore money and had no local address. =§-: = - «-.- 


3. When queried concerning obtaining medical 
assistance for the individual, the UD. S. Attorney*s -.-- 
Office in Alexandria advisad the Federal Protective. -- 
Dificars to drives the individual across the District 
lins and isava him thera, 


4. in view of his obviously troubled condition, 
this advice was isnored and contact was mada with the 
Fairfax Police who quickly came to the scene but stated 
thay were powerless to take the individual into custody 
muniess he made some overt illegal act, such as assaulting 
the Fairfax Police Officer. 


STAT 
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S$, Having reached this_impasse, the assistance of a 

your Office was sought and fear eee - STATINTL 

contacted the U. S. Attorney’s cs. er consul- 


tation, the U. S. Attorney instructed the Agency to 
take the individual to St. Blizabeths eee vas later 
changed to D. Cc. General Hospital). 


6. Two Federal Protective Officers ‘grove the indi- : 
vidual to D. C. General Hospital where they were turned . 
away, 2S we understand it, by the Hospital Legal Officer. 
They returned with the ga aad to the fisios batch ; 
Compound. a ae a wee 
rf when again contacted, the JU. S$. ome s- 

Office called the hespital, talked with the Legal 

Officer, and are of the opinion - although lacking aay 

form of proof - that the refusal was probably based | 

upon the fact that the individnal was being brought to* 

the hospital from this Agency. The U. S. Attorney, _~ 

Me. Justin Williams, apologized for our having besn : 

given the wrong advics by his Office and then went on oo 

to instrnet the Agency to take the individual off the 
Headquarters Compound, onto Fairfax Couty property, — 
and leave hia there, ee . Nee eS 

3. After informing the Pairfax County - Police hee: 
we were taking this course of action, the individnal 
was turned loose out near BoBte 123. Pees 


as We are, naturally, troubled by the questionable 
humaneness of this procedura as well as the propriety of 
turniag extremely disturbed individuals loose upon the - 
countryside. ‘This Office would g greatly appreciate your — = STATINTL 
assisting us in contacting the appropriate authoritiss in = 
order to establish a viable operating p g 
this type of individual in the future. 
pede an is familiar with this nm = 
vide you ny additional Ancorma tion you may require. ae 


naries W, Xane 


Director of Security 
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25 JUL 1975 


MEMORANDUM FOR: Deputy Director for Administration 


VIA : General Counsel 
Inspector General 


SUBJECT : Letter to the Federal Aviation Agency 
Concerning Agency Policy on the Carrying 
of Firearms : : 


1. Action Requested: It is requested that you 
approve sending tne attached letter to the Federal 
Aviation Aiministration. 


a 
Aviation 

has writt to this Agency asking that we provide the 
Security Service with a letter stating the policy of the 
Agency concerning the official need for Agency personnel 
to carry firearms aboard air carrier aircraft. The 

letter would be kept on file in the Federal Aviation 
Administration Headquarters for reference purposes and 

to eliminate the necessity for direct and separate ar- 
rangements with the various air carriers prior to carrying 
weapons on board commercial passenger-carrying aircraft. 
The stated overall objective of this request is to promote 
aviation safety by implementing uniform and proper proce-~ 
dures for the carriage of weapons. 


sic Data or Background: The Director, Civil 


3. Staff Position: Agency personnel rarely carry 
firearms aboard passenger-carrying aircraft. The only 
known occasions over the past several years have been when 
a member of the DCI Security Staff has accompanied the 
Director or Deputy Director in their travels. Compliving 
with the request and the filing of the attached letter in 
Federal Aviation Agency Headquarters should help to prevent 
unnecessary difficuities and delays when members of the DCT 
Security Staff go through air carrier screening procedures. 


OS 5 5291 
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The law enforcement discl2iner expressed in the 
first paragraph of our proposed response a caused oy 
the use of tha tera VLaw Enforceuent Officials” ¢ rough- 


out SAA Advisory Circular 121-13 which accompanies the 
roaquest from the Security Servics. {[t is claar fros the 
text o£ the Circular as well as the text of U. S. Federal 
Aviation Regulation 121-57 that they are reaily relerring 
to aay “ogficial or employes of the United ieee and, 
as we point? out in the disclainzer, are using law anforce- 
neat officials as a convenient shorthand tearm. This 
intsroretation has been substantiated in a telephone 
call to the Civil Aviation Security Service. 


4. Racomaendation: tis recomended that you 
approve sending tis attached letter to the Pederal 
Aviation Adainistration. 


‘Robert 4. Gambino 
Acting Director of Security 


Att. 


PRR ATTA MoT tet. 
CONCUSRENCE . 


/s/ 7 hug [47S 
JOnn S. Harner Bate 


hed 


: General Coumsal 


Nonaid ». Caamoerlain DBE 
inspector General 
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. CENTRAL INTELLIGENCE AGENCY 
WASHINGTON, D.C. 20595 


: 25 JUL W975 


Mr. Richard F, Lally, Director 
Civil Aviation Security Service 
Federal Aviation Administration 
Department of Transportation 
Washington, D. C. 20591 


Dear Mr. Lally: 


in response to your request of 16 July 1975, I have 

outlined selow the policy of this Agency concerning the 
official need for our personnel to carry firearms aboard 
air carrier aircraft. I must point out at the outset that - 
these personnel are not law enforcement officials in any 
sense of the word. However, based on your conversation 
with Mr. Charles Kane on 22 July, I understand that the 
term "Law Enforcement Official," as used in Advisory Cir- 
cular 173-18, is employed as a convenient shorthand teria 
for "An official or “employee ox the United States who has 

OGCSTAT official authorization to carry firearms," 


bol 3 


y internal regulation, the authority for the 
issuance and control of firearms rests with the Director 
of Security who must insure that each individual is com- 
petent and qualified in the use, handling, and care of 
firearms and that the security es present in each 
Situation warrant the carrying of firearms by that indi- 
vidual, 


Agency employees authorized to carry firearms 


possess Agency credentials which identify them as en- 
ployees and bear a clear full-faced picture, the 
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eapleyea's Sigasturs, and the siznaturas of both the 
Sirestor of Central Intelligence sad the Director s? 
Security. They alse possess Azeacy fireare credentials 
Seaving the gane inicraation ss cutlized above, | 


_ it Das been tha policy in the nast te ssversly 
{init those occasions oa waich tho carrying of firearss 
is authorised, and this polisy will be continued ia ths 


future. For the mast part, those occasions “ili invelys 


the accowzaninent of 2ho Birseror aor Peputys Birector ef 
Central Intellizgeaces, or other seniar officials, and 
the contsaltant transportation of seasitive aaturial, 

ae This Agessy greatly appreciates your ccoporation, 
iz there is any further informatica yan saed, please 
ist se zunew, 


. Hebert 8. Candiane 
Actinz Lirestar of Sesurity 
Distribution; 

Orig - Adss 
~ BOA 

O60 


~ 
~ 3% 
~ 


DD/PTOS 
-~ OS Reg. 
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FEDERAL AVIATION ADMINISTRATION 


WASHINGTON, B.C. 20591 


ee 


Sb 2gc3 : 


STATINTL Dear[ 
y be aware, problems have develeped over a 


As you may 
period of years involving the carriage of weapons aboard 
aircraft anc the transportation of persons in custody of 


law enforcement officers. These situations represent 
potential threats to aviation safety. In addition, law 
enforcement officers have encountered difficulties in 
both areas Secause of the lack of uniform procedures which 
sometime result in airlines or silots refusing to carry 
axmed officars or to transport prisonexs. 

bay in xecogn z OF these problems, the Federal Aviation 

ms ecsene Str on {FAA) issued an anmeninrsnt (121-118) to 

axt 121 c= the Federal Aviation Res ms (FPARs} which 

pocaee s effective on July 20, 1975. tent of the 
regulation is to reduce to an absolute minimum the number 
of weapons being carried aboard commercial passenger 
carrying airerace and to establish safe procedures for 
the transportation of persons in the custody of Law 


enforcement officials. Copies of the rule and related 
Advisory Circular are enclosed, 


It is not the intention of the FAA to hinder Federal officers 
in the performance of their duties, but rather te assist 
tnem. We do, however, request the cooperation of all 
agencies to eliminate the unnece vey carriage of weapons 
aboard commercial passenger carryin alreraft. We meat 

with reoresentatives of the air carriers and with tho 

Faceral agencies affected for the purgose of anveloging 
effective and practical procedures concerning the carriage 

of weasons aboard aircraft and the air transporlation 

ae OMison ses. We Hellave fhe ss Has steepest ers. - 
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Paderal officers who find it necessary to carry firearms 
eboard air carrier aircraft will be required unter the ; 
new rule to notify the air carrier at least one howr 

tn advance wherever possible. They must also praesent 
jdentification that includes a clear, full face picture, 

c ie ee . » « a iwly a att}. ees s 3 
the officer's signature and the signature OF an authorized 
official of his service or the official sexl of his service. 
Mio officer must also have an official need ta carry the 
weapon aboard the aircraft. This determination will be 
made by the individual officer based on the policy of 
his agency. 

Only those weapons which may be resuired for the performance 
of official duties by the officers while in-flight .or during 
the period between baggage check-in orior to enplan ne and 
baggage return upon deplaning should b2® carried. 

Tt is recussted that each agency orovide the FAA Civil 
Aviation Security Service with a letter stating the policy 
of the acenc concerning the officiel need for their 
personne: ta carry firearms aboaré air carrier alrcrart. 
Wnhese letters will be kept on file in the PAA Headquarters 
for reterenze worposes and will eliminate the necessity _ 
for direct savnarate contacts batwvween the various agencLes 
and the @i5 sarriers. 

Aviation is ovr objective. The implementation of 
uniform ena er procedures =tor ene carriage of weapons 
aboard aircr and the air transportation of prisoners is 
vital to vr transportation. It is believed that 
adherence prescribed proceaures will assure that 
authorizea law enforcement officers are boarded without 
interference and a minimum of inconvenience. At the same 
time, additional safeguards for the safety of air travel 
will have been adopted beneficial to all. 


a * 
aN he 28 
i } ‘ mi | ‘a $ es 

* ane” i eas eS Pats : 

. > ay . 2 
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DEFENSE NUCLEAR AGENCY 
WASHINGTON, D.C. 20305 


OAIS 22 August 1975 


Director of Security 
Central Intelligence Agency 
Washington, D.C. 20505 


Dear Sir: 


It is requested that representatives of your agency conduct a 
Hostile Audio Surveillance Briefing at the Defense Nuclear 
Agency. A member of my staff recently attended a presentation 
by your Technical Services Division at the Defense Communica- 
tions Agency, and found it to be highly informative. I am 
certain the briefing would provide Lt Gen Johnson, Director, 


DNA, with a significant insight into the hostile Audio Surveil- 
lance threat. 


Attendance at the briefing would be limited to General Officers 
and senior civilian and military personnel. All persons atten- 
ding will have been granted, as a minimum, a TOP SECRET clear- 
ance. The DNA action officer and point of contact is Mr. Pat 
Klotz, telephone number: 235-7402. 


Your attention to this matter is greatly appreciated. 


FOR THE DIRECTOR: 


LOUIS conven 
Colonel, USA 
Director for Intel §& Scty 


. yj 
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OGC 75-3393 
( per 18 September 1975 


\ 


STATINTL 


MEMORANDUM FOR: 


SUBJECT : Aspects of Intelligence Sources and Methods 


1. Attached is the final list of the Aspects of Intelligence Sources and 
Methods. Hopefully I have incorporated ali the thoughts each of you has 
given me pursuant to your initial responses and your recent review of the 


first draft of the list. If you find the Aspects offer satisfactory coverage for 
your activities, would you so savie{_ eho will be coordinating for STATINTL 


the DDA, prior to 19 September. I will leave it to your judgment as to the 
( eee caer ze 
degree you want to involve the head of your office. If you have comments or 
problems, please call me as soon as possible so those can be resolved 
prior to the date of our going forward to the Director. 


2. We have tried to organize the Aspects into broad subject groups. 
While in most cases this is possible, there is some overlap in that some 
Aspects relate to more than one of the groups. I hope such grouping will 
facilitate your review. Grouping the Aspects required renumbering them. 


I have attached cross-reference lists showing the old and new numbers. OGC STAT 


IIE 
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Such a determination can then be considered for use in injunctive cases such 

as Marchetti and in Freedom of Information cases in conjunction with exemption 

3 of the Freedom of Information Act (FOIA). The determination is not associated 
with the classification system as currently defined and prescribed in Executive - 
Order 11652. As a practical matter, the listing will, in effect, become a definition 
of what constitutes intelligence sources and methods. 


4. In this regard, the Agency secrecy agreement will have to be modified 
in order that a separate contractual agreement will protect intelligence sources 
and methods from unauthorized disclosure. This separate protection will be 
in addition to the current secrecy agreement regarding the protection of 
classified information. . 


5. Documents containing Aspects of Intelligence Sources and Methods 
will have to be marked indicating same. This, of course, is independent of 
any markings because of classification pursuant to E.O. 11652. 


. Alter adoption by the Director, regulations will have to be promulgated 
to establish procedures regarding the Director's determination. Included therein 
should be, emong cther things, procedures for review and update of the list of 
Aspects and the consequences of disregard or violation of the procedures. 


7. As many of you know, the general philosophy in drafting the Aspects 
has been to include both general and specific Aspects which may have over- 
lapping application. If the general Aspect can be used in a specific case, we 
will avoid disclosing specifics; however, in many cases the particular office 
concerned has suggested including a more specific Aspect in order to have an 
alternative should the specific case dictate its use. Obviously, there is wide 
latitude here. Lacking further guidance as to what standards courts will apply 


2 
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in either an injunctive or FOIA case, it is my view that at this.time the Agency 
will have to depend to a large extent cn the views of the office within the 
Agency that has primary responsibility in the area that is the subject of the 
particular Aspect, together with legal advice from this Office. There have 
been several suggestions regarding merging certain Aspects. I have tended 
to separate related Aspects so that when we are required to use one of them, 
we disclose as little of our operations as possible. Obviously, this separation 


can be only a matter of degree but as the Aspects as written seem to satisfy the 


components that originally suggested them, I am somewhat wary of major 
modifications thereto. 


8. The list of Aspects represents considerable effort by all components 
of the Agency. This Office believes that the product of the resultant list was 
certainly worth the effort. Itis our opinion that the implementation of an 
intelligence sources and methods protective system will offer significant pro- 
tection of assets of this Agency that has heretofore gone unrealized. We are 
very appreciative of all the efforts that each of you has made to this 
undertaking. 


Attachment 


{| 
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30 OCT 1975. : 


MEMORANDUM FOR: General Counsel 


THROUGH + Jeputy Director for Administration 

SUBJECT + Proposed Letter to the Justice Department 
re Precedures for Reporting Title 13 
Violations a 

REFRRENCE : 


Request from OGC for comments on Subjecr - 
Letter, dated 14 October 1975 ae 


i Pursuant to referenced request, the following coa- 

3 forwarded for your consideration: Suoparagraphs 
and S appear to be incoasistent relative to the Miranda ~~ 
warning afforded an individual Suscected of conmitting a 

Yine,. 


2. Subparagraph 1 provides that, when interviews of 
Suspect individuals are hecessary, Miranda Warnings will 
be given. Subparagraph 5, however, refers to such inter- 
views as essentially administrative; anc, 25 such, do not 
require apprising the individual of the Miranda Right of 
an attorney. Instead, the individual will be inforsed, 
prior to questioning, that he has a constitutional riche . 
to renain silent and that anytalas he says can aad will 
oe used by CIA as evidence for disciplinary action against 
aim or be used for possible prosecution by federal, state | 
or local authorities, : Pe 


3.. It is felt that any individual susyected of ¥Yio- 
iating Title 13 of the United States Cods, regardless of | 
the extear of Suspicion, should be advised regarding ali 
& Miranda Yarning incluiing the righe 
refore, it is recommended that Sub- 

Robert 8. Gaabiao - 

Director of Security 
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MEMORANDUM FOR: Deputy Director of Security (PSI) 


SUBJECT : Employee Alcoholism and 
Drug Abuse Program 


1. Reference is made to my memorandum of 4 December 
1975 and to your comments relating thereto. 


2. On this date, we had a long discussion on the 
matter with a representative of the Office of General 
Counsel, and that office has agreed to re-examine their 
position that the Agency is required to develop a program 
for drug abuse. This review will take approximately five 
(5) working days. 


3. In addition to the foregoing, the Office of 


General Counsei, in th resentative from STATINTL 
this office, contacted Deputy Director 
of Personnel, and advi the foregoing. 


At that time, the representative of the Office of General 
Counsel asked what the implications would be if the Office 
of General Counsel reversed its previous position in the 
matter. 


4. We took the position that the Agency should not 
be required to establish such a program based on our review 
of the law and discussion with the FBI and NSA. We also 
took the position that if the Office of General Counsel 
does not reverse its previous position (as a result of 
strict construction of the law and the implementing 
Federal Personnel Manual System letter dated 17 June 
1974), that our present policy now constitutes an 
"appropriate" program and thereby complies with the 
language of the FPMS letter. In addition to the fore- 
going, the Office of General Counsel, as you are aware, 
is preparing a list of statutués from which the Agency 
is seeking a general exemption. We asked that PL 92-255 
be included. 
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5. In view of the foregoing, it is strongly recommended 
that no further action be taken in this matter pending the 
receipt of the Office of General Counsel's official response 
to the foregoing. STATINTL 


STATINTL os/psi/cof sh (10 Dec 75) 
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OGC 76-0122 
24 December 1975 


MEMORANDUM FOR: Liaison Officer/Office of Security 


SUBJECT: Agency Compliance with the Drug Abuse Office 
and Treatment Act of 1972 


1. You have requested an opinion from this Office as to whether the 
Drug Abuse Office and Treatment Act of 1972, 21 U.S.C. 1180, requires the 
Agency to develop and maintain appropriate drug abuse prevention, 
treatment, and rehabilitation programs for its Federal employees. 
Secondly, if the Agency is not excluded from compliance with the Act, is 
the current drug abuse program outlined in HN ifictently approprvate! INTL 


to effect compliance. 
2. Section 1180 of 21 United States Code reads in pertinent part, 


(a) The Civil Service Commission shall be responsible 
for developing and maintaining, in cooperation with the 
Director and with other Federal agencies and depart- 
ments, appropriate prevention, treatment, and rehabili- 
tation programs and services for drug abuse among 
Federal civilian employees. Such policies and services 
shall make optimal use of existing governmental facilities, 
services, and skills. 


* * * * 


(c) (1) No person may be denied or deprived of Federal 
civilian employment or a Federal professional or other 
license or right solely on the ground of prior drug abuse. 
(2) This subsection shall not apply to employment (A) 

in_ the Central Intelligence Agency, the Federal Bureau of 
Investigation, the National Security Agency, or any other 
department or agency of the Federal Government designated 
for purposes of national security by the President, 
(Emphasis added.) 
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3. The legislative history of this particular section states: "The 
provision (§1180) is almost identical to section 201 of the Alcohol and Alcohol 
Abuse Prevention and Treatment Act of 1970, and should be administered in 
a_similar_ manner." (Emphasis added.) 1972 U.S. Code and Adm. News, 

p. 2067. Since the Agency is required to comply with the Alcohol and Alcohol 
Abuse Prevention and Treatment Act of 1970, it would reasonably follow that 
appropriate Agency compliance with the Drug Abuse Office and Treatment Act 

of 1972 would also be required. Also, if the Agency were excluded from 
compliance with the Act, there would have been no need for the specific 
exemption found in section 1180(c) (2), upra, re the dismissal of Federal 
civilian employees for drug abuse. If this were the case, this subsection would 
have been surplusage and, as such, forbidden by canons of legal interpretation. 
Therefore, it is the opinion of this Office that the Agency must comply with 

this Act and establish an appropriate drug abuse program for its Federal civilian 
employees. 


4. The question now becomes whether or not the current drug abuse 

STATINTL program outlined in HN |s a sufficiently appropriate response in com- 

pliance with the Act. Due to the sensitive nature of Agency employment, 

Agency policy is to terminate any employee found guilty of drug abuse. The 

right recognized in section 1180(c) (2) of the Act which specifically exempts 

the Agency from the prohibition of the Act's dismissal provisions. Therefore, 

( it would appear that a program aimed at treatment or rehabilitation of drug 
abusers could not be required of the Agency, since such employees are, in fact, 
terminated. Accordingly, it would appear that the only appropriate Agency 
response in compliance with the Act would be to develop and maintain a drug 
abuse prevention program, and the program detailed in H s just such ATINTL 
a program. It provides for seminars, information, and guidance all aimed at 
the prevention of drug abuse by Agency employees or their dependents. 


. ue 
5. Therefore, it is the opinion of this Office, based on the above pon 


reasoning, that the drug abuse program outlined in 2 ae satisfying the 
requirements of the Drug Abuse Office and Treatment Att 2. 


STATINTL 
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i 0 FEB 1976 


MEMORANDUM FOR: General Counsel 


SUBJECT : Proposed "Foreign Intelligence 
Surveillanee Act of 1976" 


1. The “Foreign Intelligence Surveillance Act of 1976," 
being proposed by the administration, has been reviewed by 
the Office of Security. 


2. It is our feeling that proposal of this amendment 
of Title 15, USC, is unwise becausa 1% necessitates the 
divulgence of sensitive information concerning forcig 
counterintelligence more widely than is now required under 
existing legislation. 


3. The proposed bill would require applications for 

court ap pproval of an electronic surveillance to include 

rf revelation to the court of sensitive securi ty information 
relating ue the intelligence activities of foreign govern- 
ments in the United States and the degree te which we are 
wittings of such pstivities. While we do not mean to impugn 
the integrity of such s court, security tradition and prudence 
Suggest against any unnecessary revelation of sensitive infor- 
mation. 


4. Secondly, in contrast to the "Omnibus Crime Cantrol 
and Safe Streets Act of 1963" (PL 99-351), the proposed bill. 
contains no notation about the constitutional power of the 
Prasident to take such measures as he deens necessary to 
protect the Hation against attack, hostile acts of a foreign 
power, Sorsica intelligonce activities, the overthrow of : 
the Government by unlawful means, or any other clear and 
present danger. By such neglect, in our view, the proposed 
amendment denigrates the power of the executive. 

ILLEGIB ; ; 
f Security would suggest that Agency 


oO persuade against proposing such Sci 


Robert w. Gambino - 
Director of Security 


cet EO-DO/A 
OS 6 9593 
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OGC 76-1334 — “ 
17 March 1976 


William F. Funk, Esq. aa 
Office of Legal Counsel 
Department of Justice . : 
Washington, D.C. 20530 


Dear Mr. Funk: a. err ; A a eo 3 


Pursuant to our conversation of 8 March 1976, I am enclosing 
a draft letter which we intend to ask the Director to send to the | 
Attorney General. . ae 


The first part of the letter requests modification of the 

procedures for unconsented physical searches directed against P 
United States persons abroad. There is actually a greater needto - . 
have the approved procedure cover such emergency searches than ae. 
an emergency electronic surveillance because the situations which cre 
would require such a search are potentially more serious than those 

( . which would call for an electronic surveillance. In addition, because 
an electronic surveillance requires greater preparation, there will 
nearly always be time to obtain prior approval. This is not the case 
with searches in the situations we have in mind. 


The second half of the letter states the case for our electronic 
surveillance detection activity. Since this activity. is not conducted 
for the purpose of acquiring non-public communications, and since - 
the Director and the Agency have affirmative duties to protect ~ - an 
intelligence information, we believe there is a reasonable basis to oo 
conclude that the activity is permitted. As you may know, the FBI, 
State Department, and others currently conduct identical detection 


activity. * : : 
25X11 Sincerely, — 
25X11 
| = ge on ieocn ssistant General Counse AUTIO | 
ali ein Ae Pas a 
Distribution: YS fA em 
Enclosure Original - addressee sé =! a 
OGC: GC: smf (17 Mar 76) 1 - OGC SUBJ: Spee Z- 
1 ~ GWC Signer ic a | 
: 75 -15> 
cc: ADDO PP z eRe = 1 
ADDA an em 
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1 MAR 1976 


~ 


The Honorable 

George Bush 

Director. 

Central Intelligence Agency 
Washington, D.C. 20505 


‘Dear Mr. Busht ee at ee ee ee aE 


The General Counsel's office of the Central Intel- eet 
“Ligence Agency submitted to the Department of Justice a - fe aes 
draft of procedures to deal with those foreign intelli- | pe ae 
gence and counterintelligence activities requiring my : 
approval under Executive Order 11905, which has an effect~ 3 
ive date of March 1, 1976. We reviewed those procedures #9 >. oe 
and have made modifications. By this letter I approve e 
' the procedures, as modified, set forth in the enclosures 
entitled as follows: (1) CIA Counterintelligence Activi-~ 
ties in the United States; (2) Procedures Under Executive .. 

Order 11905 for Unconsented Physical Searches Directed 
Against United States Persons Abroad; (3) Procedures Under ~ 
Executive Order 11905 for the Conduct of Electronic Sur- 
velllance by CIA. 


Because Of the time constraints, we have nee Keen - 
able to discuss all of our modifications with your Gen- me 
eral Counsel's office. You may therefore wish to con- 

sider these procedures as interim in nature, so that we 

may discuss changes which may be necessary. Indeed, my 
approval of the procedures set forth in Section 6 of 

enclosure (3) above must be on an interim basis, since 

new guidelines are being drafted in the Department to 
supplement USSID-18, which I will seek to apply to cre 
Speretions as well, to the extent feasible. . 


Sincerely, 


es Riser ee im 


Edward H. Levi 
Attorney General 


Enclosures 


(Rec'd by OGC on 28 Feb 1976) Ast : 


: ; Ry 1500 Gx 
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8 APR i978 


MEMORANDUM FOR: eee 
Ssistan eneral counsel, 


General Law Division 


THROUGH : Associate Deputy Director for 
Administration oe 
FROM : Robert W. Gambino 


Director of Security 


SUBJECT : CIA Audio Countermeasures Activity 
Under Executive Order 11905 


REFERENCE : Memo for Director of Security from 
Asst. General Counsel, General Law Division, 
dated 25 March 1976, OGC 76-1525. 


1. This.memorandum responds to your request for 
additional information on audio countermeasures inspection 
procedures under EO 11905. 


2. The following is a list of types of communications 
which can be and occasionally are heard during audio 
countermeasures inspections. They are listed by titles 
consistent with the Federal Communications Commission and 
International Radio Regulations in accordance with the 
Geneva International Telecommunication and Radio Conference. 


25X1A 
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3. We agree completely with Mr. William Funk, Office 
of Legal Counsel, Department of Justice, that "the fact that 
you incidentally pick up such communications should not 
make the entire operation an electronic surveillance any 

i ( more than turning on a citizen band radio would be 
electronic surveillance because it is capable of picking 
up radio-telephone communications." 
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7. We are of the opinion on the other hand that 
any DCI request for approval of ACM procedures by the 
Attorney General should be generic in its application 
to those foreign intelligence activities of departments 
and agencies supervised by the Committee on Foreign 
Intelligence. “We hold this opinion in consideration of 


the fact that these departments and agencies share in 


the responsibility of the DCI for the protection of 


‘intelligence sources and methods and that audio counter- 


measures inspections are a positive effort contributing 

to the discharge of this Statutory responsibility. As 

you are aware the DCI, through the Committee on Foreign 
Intelligence supervises the foreign intelligence activities 
of the CIA, the Department of Defense, including the NSA, 
the Department of State, Treasury Department, Energy 
Research and Development Administration and the FBI. 

These agencies have an audio countermeasures capability. 
Further, under provisions of Director of Central Intelli- 
gence Directives 1/11, the Security Committee of USIB 
includes a Technical Surveillance Countermeasures 
Subcommittee. This Subcommittee, chaired by Victor 

H. Dikeos, Deputy Assistant Secretary for Security, 
Department of State, serves as the focal point of the 
Intelligence: Community in the audio countermeasures 

arena and we refer you to the Chairman of the Security 
Committee, Room 7C35, CIA Head- 
quarters » tor further information on the functions 
of this Subcommittee . 


8. We hope this information satisfies your needs. 
As previously mentioned, we will be pleased to Supplement 
it and we are willing to provide representatives of the 
Department of Justice with a detailed briefing and 
demonstration of our audio countermeasures 


oper . amb ino 
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